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Preface 

This manual was prepared as part of a national effort to improve 

understanding of virtual assets and related digital financial tools in 

Ghana. Rapid technological change continues to affect how value is 

stored, transferred, and protected. These changes influence households, 

businesses, public institutions, and the wider financial system. Precise 

and accurate knowledge has therefore become essential for safety, trust, 

and informed decision-making. The National Virtual Assets Literacy 

Initiative addresses this need by presenting key ideas in a structured, 

accessible format. The manual explains core concepts, operational 

processes, risks, and regulatory considerations associated with virtual 

assets. The content is educational and focuses on awareness, protection, 

and responsible engagement rather than on promotion or advocacy. 

 

This book is designed for a broad audience, including professionals, 

regulators, educators, and members of the public at different education 

levels. Technical language is kept simple and supported by illustrations, 

examples, and practical scenarios drawn from everyday experience. 

Repetition of safety messages is intentional, since protection against 

loss, fraud, and misuse remains a central priority. 

 

Particular attention is given to the Ghanaian context. Legal and 

institutional roles are explained with reference to national frameworks 

and supervisory mandates. This approach supports consistent 

interpretation and helps readers know where to seek guidance, 

verification, or support when questions arise. 

 

The authors acknowledge the Bank of Ghana and the Securities and 

Exchange Commissionôs leadership in commissioning this work and 

their commitment to public education and consumer protection. The 

manual reflects collaboration with key stakeholders who share a 

common goal of strengthening digital financial awareness while 

safeguarding the public interest. 
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We hope this manual serves as a practical reference for training, 

discussion, and ongoing learning. By enhancing understanding and 

promoting careful habits, the book seeks to reduce harm, support 

informed judgment, and cultivate a more resilient financial environment 

as Ghana continues to adopt digital innovation. 
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Foreword 

This manual forms part of a nationwide public education effort to guide 

all communities through the ongoing changes in how money is stored, 

sent, and received. Phones and simple digital tools are now part of daily 

life for many people. These changes bring convenience and wider 

access, but they also introduce new risks, confusion, and opportunities 

for abuse. This programme exists to ensure people understand these 

changes in a precise, careful, and practical way, without pressure to 

adopt any digital system. 

 

The primary audience for this manual relies mainly on spoken 

explanation, pictures, and practical demonstrations. Many participants 

have limited reading ability, and some are using digital tools for the first 

time. This group faces greater exposure to scams, false promises, 

impersonation, and misleading information, especially in environments 

where digital money and virtual asset services are discussed without 

proper guidance. This manual is intentionally designed to reduce those 

risks by using simple language, repeated safety messages, and everyday 

examples drawn from real life. 

 

Strong emphasis is placed on protection and caution. The training 

prioritises learning how to keep money safe, protect phones and PINs, 

recognise suspicious behaviour, and pause and seek advice before taking 

action. Participants are guided to question offers of quick profit, avoid 

strangers who ask for personal details, and rely on trusted people and 

official channels when unsure. The goal is not to build confidence in 

technology itself, but to construct careful habits and awareness that 

reduce harm. 

 

This manual reflects a firm commitment to inclusion within the national 

education effort. No one is excluded due to literacy level, age, location, 

or background. Through pictures, storytelling, demonstrations, 

repetition, and group discussion, the programme supports practical 
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understanding and shared learning. The overall aim is to strengthen 

awareness, reduce losses, and provide clear guidance on where to seek 

help, especially for those most vulnerable to digital and financial harm. 

 

 

Johnson Pandit Asiamah (PhD) 

Governor, Bank of Ghana.  
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Introductory Remarks  

This National Virtual Asset Literacy Initiative (NaVALI) training 

material has been co-developed by the Bank of Ghana and the Securities 

and Exchange Commission and carefully selected knowledge partners 

to support the effective implementation of the NaVALI initiative. 

 

The manual is intended for financial regulators, law enforcement, and 

other relevant state institutions; financial institutions (FIs); designated 

non-financial businesses and professions (DNFBPs); and consumers of 

financial services in Ghana. By enhancing technical knowledge and 

practical competencies, institutional capacity and general risk 

awareness, the initiative contributes to evidence-based policymaking, 

adequate supervision, and the responsible adoption of innovation in line 

with Ghanaôs legal and regulatory architecture. 

 

I commend the Bank of Ghana, the Securities and Exchange 

Commission, the Ministry of Finance, and all knowledge partners for 

their contributions in developing this manual. I encourage all 

participants to engage fully with the training and awareness sessions and 

apply their insights in their respective endeavours. The strength and 

resilience of Ghanaôs financial system in the digital age will depend on 

our collective commitment to innovation that is well-governed, risk-

aware, and firmly anchored in public interest. This training marks an 

important milestone in positioning Ghana as a trusted and forward-

looking hub for digital finance in Africa. 

 

Yp|t£ Z{¥¤£t P¦tsªx 7_wS8 
Director-General 

Securities and Exchange Commission 
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How to Use This Manual  

This manual is designed to guide learners through the basic concepts of 

digital money and virtual assets in a clear, simple way. It is suitable for 

individuals at all levels of education. 

i. Follow the order of sections 

The manual is arranged in a logical sequence. Users should begin with 

the first section and proceed step by step, as each section builds on 

earlier ideas. 

 

ii. Focus on examples and illustrations 

Examples and short stories are included to explain how digital money 

and/or virtual assets work in everyday situations. Readers should relate 

these examples to their own daily activities. 

 

iii. Encourage discussion and clarification 

In group settings, facilitators should encourage discussion after each 

section. Learners should be encouraged to ask questions whenever 

something is not understood. 

 

iv. Apply learning through practice 

Practical demonstrations and role-play activities should be carried out 

using small amounts of money. This supports understanding and reduces 

the risk of errors. 

 

v. Emphasise safety guidance 

Safety instructions are provided throughout the manual. These should 

be highlighted and repeated, as they are essential for protecting users 

and their funds. 
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vi. Use scenarios for assessment 

Scenario-based questions are included to assess understanding. 

Facilitators should use these to confirm learning before moving to the 

next section. 

 

vii. Refer to support and reporting information 

The manual includes guidance on where to seek help and how to report 

problems. Learners should be made aware of these channels and 

encouraged to use them when necessary. 

 

This manual should be used as a reference during training sessions and 

as a guide for safe day-to-day use of digital money and virtual assets. 
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PROGRAMME OVERVIEW 

1. Introduction 

Ghana is experiencing rapid digital growth. New payment systems, 

cross-border financial tools, online service platforms, and emerging 

digital markets are reshaping daily transactions and professional 

practice. These changes bring new opportunities but also pose risks for 

consumers, institutions, and the broader economy. The nationwide 

virtual assets education programme responds to this moment. The 

programme supports a national objective to strengthen understanding 

across all sectors. It equips professionals with the knowledge needed to 

understand new tools, safeguard the public, and guide responsible 

growth. 

 

Virtual assets influence how value moves across borders, how 

businesses raise funds, and how citizens interact with financial services. 

They affect how fraud occurs, how data flows, and how supervision 

takes place. Ghanaôs financial sector, legal system, security institutions, 

and regulatory bodies must understand these tools to make informed 

judgments. Virtual assets also affect sectors such as health, engineering, 

and education through data management, digital identity, and secure 

records. A shared baseline of knowledge supports consistency and 

sound decision-making across public and private roles. 

Greater national literacy in virtual assets strengthens governance 

through more precise policy interpretation and improved oversight. 

Finance professionals gain stronger skills for assessing risk and 

evaluating digital products. Security agencies improve readiness for 

crime detection and evidence management. Compliance officers and 

regulators benefit from sharper tools for monitoring platforms and 

verifying authorisation. Professional groups across all fields strengthen 

their readiness for digital transformation. The broader economy stands 

to gain from a workforce that understands both the promise and the 



 

t!D9 н 
 

 

 

limits of virtual assets, supporting a balanced approach to innovation 

that protects citizens and preserves trust. 

 

2. Target Group Description 

This manual is designed for individuals with a solid formal education 

and structured training. Members of this group work in office-based, 

service, and technical environments where written instructions, 

procedures, and guidelines are part of daily activities. They are familiar 

with forms, records, basic reports, and digital tools used for 

administration, service delivery, and coordination. They follow 

established processes, apply rules in practical situations, and are 

expected to carry out tasks accurately and responsibly. This group 

benefits from clear explanations, step-by-step guidance, and practical 

examples that relate directly to work and everyday transactions. The 

manual supports their need for operational understanding, safe decision-

making, and awareness of risks linked to virtual assets, without requiring 

advanced technical depth. 
 

3. Learning Philosophy 

The learning approach for this group is structured, practical, and aligned 

with formal work environments. Participants are familiar with written 

guidance, procedures, and rules, so learning builds on these strengths by 

presenting content in a precise sequence that moves from concepts to 

application. 

 

The manual emphasises operational understanding. Each topic explains 

not only what virtual assets are, but how they affect tasks, decisions, and 

responsibilities in everyday work and service settings. Concepts are 

introduced with definitions, followed by examples that reflect everyday 

situations. 
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Case-based learning supports this philosophy. Scenarios drawn from 

real-life contexts help participants apply rules, identify risks, and choose 

appropriate actions. This strengthens judgment and reinforces correct 

procedures without requiring advanced technical expertise. 

 

Policy and guidance interpretation is treated as a practical skill. 

Participants are guided on how to read instructions, notices, and rules 

carefully, understand their scope, and apply them correctly. This 

supports compliance, accountability, and consistency in decision-

making. 

 

The learning process values clarity and caution. The goal is not speed or 

experimentation, but informed participation, risk awareness, and 

responsible use. By the end of the ǇǊƻƎǊŀƳƳŜ, participants should feel 

prepared to handle virtual assetïrelated situations thoughtfully, follow 

approved processes, and seek the proper support when issues arise. 
 

 

4. Programme Learning Outcomes 

The aim is to achieve the following 

i. To increase awareness of the risks associated with the use of virtual 

assets 

ii. Enable informed, lawful, and appropriate participation in virtual 

assets 

iii. Route activity to licensed channels 

iv .  Boost regulatory readiness and institutional capacity, and  

v. Source feedback for incorporation into regulatory frameworks 
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Module 1 

Module Title - Virtual Assets: Concepts and Context  

Module Purpose: Establish a neutral, technically sound 

foundation on virtual assets and underlying ledger technologies, 

clarifying scope, terminology and practical relevance without 

promotion or discouragement. 

 

Module Learning Outcomes  

i. Articulate core concepts and terminology in a clear, policy-

neutral manner  

ii. Differentiate major virtual assets categories at a conceptual 

level  

iii. Describe, in principle, how distributed ledgers function and 

why that matters for users and markets  

iv. Identify realistic application areas versus common 

misconceptions or overstated claims  

Divide the programme into modules.  

 

SECTION 1: Introduction to Virtual Assets and Ecosystem 

What Are Virtual Assets 

Virtual assets are digital forms of value that exist and move through 

online systems. They are not physical cash that can be touched or held. 

Instead, they are stored electronically and accessed using phones, 

computers, or other digital devices. They are typically secured 

cryptographically and run on a blockchain or distributed ledger 

technology. 
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People use virtual assets to transfer value, make payments, or represent 

ownership of certain digital items. When a virtual asset is sent, the value 

moves through a digital network rather than passing directly from from 

one person to another. This enables speed and convenience, but it also 

requires users to understand how these systems work to stay safe. 
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Digital Money, Cryptocurrencies, and Tokens 

Digital money is a broad term for money used in electronic form. 

Examples include mobile money and digital bank transfers. Banks or 

telecom companies usually manage these under national payment 

systems. 

 

Cryptocurrencies are a specific type of virtual asset. They are virtual 

assets that move through distributed digital networks rather than through 

banks or telecom systems. They allow users to send value directly to one 

another using digital wallets. 

 

Tokens are created for specific purposes. Some tokens are used to access 

digital services, platforms, or applications. Others may represent rights, 

benefits, or digital items.  

 

Understanding these differences helps users know what they are dealing 

with and the risks involved. 
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Categories of Virtual Assets 

Virtual assets can be grouped into common categories: 

V Coins (Cryptocurrencies) are virtual assets mainly used to send, 

receive, or store value. 

V Tokens are digital assets created for specific uses, such as 

accessing a service or platform. 

V Non-Fungible Tokens (NFTs) are unique tokens used to show 

ownership, access, or records. They are not used as money. 

V Stablecoins are designed to maintain a steady value, often linked 

to known currencies, to reduce price volatility. 

V Central Bank Digital Currencies (CBDCs) are digital versions of 

national currencies issued by central banks. Ghanaôs example is 

the eCedi. 

V A digital bond is a loan that is created and managed using digital 

systems.  

Each type serves a different purpose, and knowing the difference helps 

users make informed decisions. 
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Difference Between Digital Assets, Virtual Assets and Crypto Assets 

Aspect Digital Assets 

(DA) 

Virtual Assets 

(VA)  

Crypto Assets 

Scope Broad 

category; 

includes 

blockchain 

and non-

blockchain 

assets 

Narrower subset; 

always 

blockchain/DLT-

based 

Assets built 

and managed 

on 

blockchain. 

A subset of 

virtual assets. 

Transferability May or may 

not be 

transferable 

Specifically 

designed to be 

transferable, 

tradable, or 

exchangeable 

May or may 

not be 

transferable 

Verification Can be 

verified by 

central 

authorities 

(e.g., banks, 

governments) 

or private 

systems 

Verified through 

decentralised 

consensus 

mechanisms 

(blockchain/DLT) 

Verified only 

on blockchain 

Examples CBDCs 

(eCedi), 

digital 

records, 

tokenised 

contracts 

Cryptocurrencies, 

privately issued 

blockchain tokens, 

and tokenised 

commodities 

Bitcoin 

Regulatory 

Treatment 

May fall under 

traditional 

financial 

regulation 

Often treated under 

FATFôs ñvirtual 

assetò framework, 

with specific 

Often treated 

under FATFôs 

ñvirtual assetò 

framework, 
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AML/CFT 

implications. 

with specific 

AML/CFT 

implications. 

Virtual Asset Service Providers (VASPs) 

Virtual Asset Service Providers, often called VASPs, are platforms or 

companies that help people access and use virtual assets. They may 

provide wallet services, exchanges, storage, or transfer facilities. 

 

VASPs play an essential role because many users rely on them to 

manage accounts, secure assets, and provide support. Some VASPs hold 

users' assets, while others offer tools that users control themselves. 

Because VASPs interact directly with usersô assets, their reliability and 

regulatory status are critical to safety. 

How a Digital Transaction Works 

A digital transaction follows a straightforward process: 

1. The sender opens a digital wallet. 

2. The sender selects the recipient and enters the amount. 

3. The transaction is confirmed and sent into the digital network. 

4. The network records the transaction and verifies it. 

5. The recipient receives the value in their wallet. 

 

This process usually happens quickly, but mistakes at any step can lead 

to loss. Understanding the transaction flow helps users check details 

carefully and avoid errors before confirming a transfer. 
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SECTION 2: Distributed Ledger Technology (DLT) Fundamentals 

Distributed Ledger Technology (DLT) is a way to store and share data 

across many computers simultaneously, so everyone sees the same 

information. It removes the need for a central authority and helps ensure 

transparency, security, and trust. Think of it like a shared notebook that 

everyone can write in and check, but no one can secretly change. 

Blockchain is one popular type of DLT. 

Ledgers as Shared Digital Records 

A ledger is a record book that shows transactions. In digital systems, a 

ledger is an electronic record that stores information about who sent 

value, who received it, and when it happened. In DLT, this ledger is 

shared among many participants rather than kept by a single office or 

person. Everyone involved sees the same record, which reduces disputes 

and hidden changes. Blockchain is one well-known example of a system 

built using DLT. There are simple terms used in DLT. These are 

explained below. 
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Nodes as the Computers That Support the Ledger 

Nodes are the computers or servers that keep copies of the shared ledger. 

Each node holds the same information and helps check that new 

transactions are correct. Because many nodes have the record 

simultaneously, no single person can secretly change the information. If 

one node fails, others still keep the record safe. 

Blocks Linked Together 

Transactions are grouped into blocks. Each block contains a list of recent 

transactions. Once a block is completed, it is linked to the previous 

block, forming a chain of records. This linking makes it hard to remove 

or change past information without being noticed. New blocks are added 

over time, creating a clear history of activity. 

Why Transparency, Traceability, and Shared Records Matter 

Transparency means transactions can be viewed and checked by 

authorised users. Traceability means a transaction can be traced from 

start to finish. Shared records mean everyone relies on the same version 

of information. Together, these features help reduce fraud, improve trust, 

and make it easier to confirm what has happened in a digital system. 

This foundation explains why DLT is used to support virtual assets and 

other digital systems that require accuracy, trust, and shared agreement. 
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How does DLT work?  

Many computers keep the same record of transactions simultaneously. 

When someone sends digital value, the information is shared with all 

these computers. They check the details and agree that the transaction is 

correct. Once they agree, the transaction is added to the shared record. 

The record is not erased or changed. It is only added to. Because 

everyone sees the same record, it becomes hard for anyone to cheat or 

hide information. 
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SECTION 3: Blockchain Deployment Models and Technical 

Concepts (Basic Idea) 

This refers to the simple ways blockchain systems are set up and how 

they work. Some blockchains are open to everyone, some are used only 

by certain groups, and others are shared by trusted organisations. These 

systems follow set rules to automatically and safely record transactions 

without altering records. Blockchain is the underlying system. Wallets, 

platforms, and apps are tools built on top of it. This prevents confusion 
between infrastructure and user-facing services. 

Types of Blockchain Networks 

Blockchain systems can be deployed in different ways depending on 

who controls access and how decisions are made: 

 

¶ Public Blockchains: These are open to everyone. Anyone can join, 

read, write, or validate transactions. Examples include Bitcoin 

and Ethereum. They promote transparency and decentralisation, 

but may be slower due to high participation. Public blockchains 

are for open payment systems and public networks. 

 

¶ Private Blockchains Access is restricted to specific participants. 

A single organisation or group controls who can read or write 

data. These are faster and more secure for internal use, but less 

decentralised. Private blockchains are for internal organisational 

records. 

 

¶ Consortium Blockchains: A group of organisations jointly 

manages the network. It strikes a balance between 

decentralisation and control, making it ideal for industries such as 

banking, supply chains, or healthcare, where collaboration is 

crucial. Consortium blockchains are for shared industry systems 
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¶ A hybrid blockchain is a blockchain system that combines 

features of both public and private blockchains. 

 

Four Types of Blockchain Compared 
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Smart Contracts: Automated Digital Agreements 

Smart contracts are self-executing programmes stored on the 

blockchain. They automatically execute instructions when predefined 

conditions are met, without the need for intermediaries. Example: A 

smart contract for a farming subsidy might release funds to a farmer 

once satellite data confirms rainfall and crop growth. 

 

 
 

Benefits include: 

¶ Reduced human error 

¶ Faster execution 

¶ Transparent and tamper-proof logic 
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Transaction Basics and Fees 

Every blockchain transaction involves: 

V Data validation, ensuring the transaction is legitimate. 

V Recording: Adding it to the blockchain ledger. 

V Network participation: Miners or validators using computing 

power to process transactions. 

 

Why fees appear: 

V Fees compensate validators for their work. 

V They prevent spam and ensure network efficiency. 

V In public blockchains, fees can vary depending on demand and 

complexity. 

Simple Description of How Blockchain Deployment Models Work 

Blockchain deployment models describe who is allowed to use a 

blockchain system and how access is controlled. In some models, 

anyone can join and use the system to send or receive digital value. In 

other models, only approved people or organisations are allowed to use 

the system. There are also models in which a group of trusted 

organisations shares a single system and agrees on how it is managed. 

In all cases, the blockchain keeps a shared record of transactions. New 

records are added in order, and old records are not changed. The main 

difference between the models is who can participate, who can check 

transactions, and who controls access. This setup helps organisations 

choose the type of blockchain that fits their needs for openness, privacy, 

and control. 
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SECTION 4: Real-World Applications and Use Cases 

Virtual assets and blockchain systems are used in many practical ways 

that support daily activities, institutions, and services. These 

applications focus on improving speed, accuracy, and trust. 

 

Faster Cross-Border Transfers 

Virtual assets can be used to send money across borders more quickly 

than traditional methods. Instead of waiting several days for 

international transfers, value can move within minutes or hours. This is 

useful for supporting family members in other countries, paying 

suppliers, or receiving funds from abroad. Faster transfers also reduce 

delays and uncertainty for users. 

 

Support for Banking Services 

Banks and financial institutions use blockchain systems to improve 

internal processes. These systems help with record-keeping, transaction 

settlement, and reconciliation between institutions. By using shared 

digital records, banks reduce errors, speed up processing, and improve 

transparency. Virtual asset systems can also support new digital financial 

products. 

 

Digital Identity for Public and Private Services 

Blockchain systems can support digital identity solutions. These allow 

people to prove their identity when accessing services such as 

healthcare, education, or financial accounts. Digital identity records 

reduce the need for repeated paperwork and help prevent identity fraud. 

Both public institutions and private companies can use these systems to 

securely verify users. 

 

Supply Chain Tracking and Record Keeping 

Virtual assets and blockchain systems are used in many practical ways 

that support daily activities, institutions, and services. These 
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applications focus on improving speed, accuracy, transparency, and 

trust. 

 

Faster Cross-Border Transfers 

Virtual assets can be used to send money across borders more quickly 

than traditional methods. Instead of waiting several days, value can 

move within minutes or hours. This supports families receiving funds 

from abroad, businesses paying suppliers, and individuals receiving 

remittances. 

 

Support for Banking and Financial Services 

Banks and financial institutions use blockchain systems to improve 

record keeping, transaction settlement, and reconciliation. Shared digital 

records reduce errors, speed up processing, and improve transparency 

between institutions. These systems also support new forms of digital 

financial products and services. 

 

Digital Identity for Public and Private Services 

Blockchain systems can support digital identity solutions that enable 

people to prove their identity when accessing services. This is useful for 

healthcare, education, voting systems, and financial services. Digital 

identity helps reduce fraud, repeated paperwork, and identity theft. 

 

Supply Chain Tracking, Certificate Verification, and Record-Keeping 

Blockchain technology records each step as goods move from producers 

to consumers. This helps track food products, medicines, and 

manufactured goods. It also supports verification of certificates such as 

school records, licenses, inspection reports, and permits. Shared records 

improve accountability and trust. 

 

Government Services and Public Administration 

Public institutions can use blockchain systems for land and tax records, 

as well as for social support programmes . Digital records reduce 
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disputes, improve accuracy, and make it easier to confirm ownership or 

eligibility. This supports better service delivery and transparency. 

 

Healthcare Data Management 

Healthcare providers can use blockchain systems to securely manage 

patient records. Shared access allows authorised providers to see 

accurate information while protecting privacy. This improves care 

coordination and reduces errors. 

 

Agriculture and Farmer Support 

Blockchain systems are used to track farm produce, confirm sources, 

and manage subsidy or support payments. Farmers benefit from clearer 

records and faster access to funds. Buyers gain confidence in product 

origin and quality. 

 

Insurance and Claims Processing 

Insurance companies use blockchain systems to speed up claims 

processing. Intelligent systems can release payments automatically once 

conditions are met. This reduces delays, paperwork, and disputes. 

 

Digital Voting and Community Records 

Some systems use blockchain for secure voting or community decision 

records. Shared records help ensure transparency and prevent 

tampering, especially in local or organisational settings. 
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APPLICATIONS OF BLOCKCHAIN TECHNOLOGY IN GHANA 

 

1) eCedi Central Bank Digital Currency Pilot (2021ï2022) 

Ghanaôs central bank, the Bank of Ghana (BoG), began developing a state-backed 

digital currency called the eCedi in 2021 as part of its ñDigital Ghana Agenda.ò On 

August 28, 2021, the Governor of the Bank of Ghana announced the launch of the 

eCedi pilot phase, making Ghana one of the first African countries to test a general-

purpose Central Bank Digital Currency (CBDC). The pilot aimed to test how a digital 

form of the Ghana cedi could be used for everyday transactions, promote financial 

inclusion, and support digital payment systems. The pilot continued through 2022, 

during which eCedi was tested for online and offline transactions with users and 

merchants in selected locations.  

 

2) eCedi Hackathon for CBDC Use Cases (October 2023 ï Early 2024) 

In October 2023, the Bank of Ghana launched a 12-week eCedi Hackathon to explore 

practical applications of the eCedi and related blockchain solutions. This initiative 

brought together developers, fintech professionals, designers, and engineers to 

identify innovative use cases for the CBDC in areas such as merchant payments, 

government services, and digital identity. The hackathon was part of Ghanaôs efforts 

to build a local ecosystem around digital currency and blockchain innovation before 

broader rollout.  
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SECTION 5: Common Misconceptions and Risk Awareness 

Many problems around virtual assets come from misunderstanding 

rather than from the technology itself. Clearing up common 

misconceptions helps people make careful decisions and avoid 

unnecessary losses. 

 

Virtual Assets Are Not Illegal by Default 

Virtual assets are not automatically illegal. Many people hear rumours 

that all virtual assets are forbidden, which is not true. Some uses are 

lawful, while others may be restricted or regulated. What matters is how 

and where virtual assets are used. Using approved platforms and 

following national guidance helps users stay within the law. 

 

Blockchain Is Not the Same as Cryptocurrency 

Blockchain is a technology, while cryptocurrency is just one type of 

virtual asset that uses that technology. Blockchain is like the road or 

system that records information. Cryptocurrencies are one kind of 

vehicle that moves on that road. The same blockchain technology is also 

used for records, certificates, tracking goods, and identity systems, not 

only for money. 

 

Digital Systems Still Need Rules and Supervision 

Even though blockchain systems use technology to record transactions, 

they do not remove the need for rules. Digital systems can still be 

misused without oversight. Regulation and supervision help protect 

users, reduce fraud, and ensure platforms operate responsibly. 

Technology alone cannot guarantee safety without proper governance. 

 

No Digital Asset Gives Automatic or Guaranteed Returns 

There is no virtual asset that guarantees profit. Messages that promise 

fast, easy, or automatic returns are often false. Digital assets can go up 

or down in value, and some may lose value completely. Anyone 
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claiming ñrisk-freeò or ñguaranteedò profit is usually trying to deceive 

others. 

 

Basic Risk Signals to Watch For 

There are warning signs that show often amongst scams. These include 

promises of quick wealth, pressure to act immediately, people 

pretending to be helpers or officials, and apps or websites that copy real 

platforms. Fake platforms often disappear after collecting money. 

Recognising these signals early helps users stop, pause, and seek advice 

before loss occurs. 

 

Understanding these misconceptions and risk signals supports safer 

behaviour. Awareness helps people avoid rushing into decisions, 

question suspicious offers, and use virtual assets with greater caution. 

SECTION 6: Ghanaôs Regulatory Context 

Understanding Ghanaôs regulatory environment helps users know what 

is allowed, what is monitored, and how they are protected when using 

virtual assets and digital money services. 

 

Bank of Ghana Guidance at a High Level 

The Bank of Ghana provides guidance on digital money and payment 

systems to protect the public and maintain confidence in the financial 

system. It oversees payment services, issues rules for safe operation, and 

works to reduce fraud and misuse. While not all virtual assets are treated 

the same, the Bank of Ghana encourages the careful use of approved 

services and warns the public against scams and false promises. 

 

Licensing and Reporting in Simple Terms 

Licensing means a service provider has received approval from the 

appropriate authority to operate. Licensed providers are expected to 

follow rules regarding security, customer support, and record-keeping.  
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Reporting means that when problems occur, such as fraud or suspicious 

activity, users and providers should inform the relevant authority. This 

helps regulators track risks, take action against wrongdoing, and, over 

time, improve protections. 

 

How Regulation Protects Users and Supports Financial Stability 

Regulation helps protect users by setting minimum standards for how 

services operate and how customer issues are handled. It reduces the 

chances of unsafe platforms harming the public. Regulation also 

supports financial stability by monitoring risks, limiting harmful 

practices, and ensuring that digital systems do not threaten the broader 

economy. Together, these measures help create a safer environment 

where people can use digital services with greater caution and 

awareness. 

 

This section helps learners understand that rules are in place to protect 

them and the wider financial system, and that using approved channels 

and reporting problems early are key parts of staying safe. 
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Assessment Strategy: Scenario-Based Task 

 

Scenario-Based Task 1: Choosing the Right Type of Virtual Asset 

A small business officer is asked to advise a colleague who wants to 

receive payments from customers abroad. The colleague is unsure 

whether to use mobile money, cryptocurrency, a stablecoin, or a token 

offered by an online platform that promises quick conversion and low 

fees. 

 

Task for Learners 

¶ Identify the different types of virtual assets mentioned in the 

scenario. 

¶ Explain the key differences between digital money, 

cryptocurrencies, stablecoins, and tokens. 

¶ Recommend which type of virtual asset is most suitable for cross-

border payments and explain why. 

¶ Highlight one risk the colleague should be aware of before 

proceeding. 

 

Learning Focus 

Understanding virtual asset categories, use cases, and risk awareness. 

 

Scenario-Based Task 2: Understanding a Digital Transaction and 

DLT 

A staff member sends virtual assets to a supplier using a wallet. After 

sending, the supplier claims the funds have not arrived. The sender is 

unsure how to confirm whether the transaction was successful and 

worries that the money may be lost. 

 

Task for Learners 

¶ Describe the steps of how a digital transaction works from sender 

to receiver. 
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¶ Explain how Distributed Ledger Technology helps verify 

transactions. 

¶ Identify what tools or information can be used to check 

transaction status. 

¶ Explain why shared records improve transparency and reduce 

disputes. 

 

Learning Focus 

Transaction flow, DLT fundamentals, transparency, and traceability. 

 

Scenario-Based Task 3: Platform Choice, Fees, and Regulatory 

Awareness 

An employee discovers a new virtual asset platform advertised on social 

media. The platform offers lower fees and faster transactions than well-

known services. It claims to be ñfully decentralisedò and does not clearly 

state whether it is licensed in Ghana. 

 

Task for Learners 

¶ Identify the platform and intermediary risks present in this 

scenario. 

¶ Explain the difference between public, private, and consortium 

blockchain systems in relation to platform control. 

¶ Discuss why fees, spreads, and transaction delays may differ 

across platforms. 

¶ Outline the steps the employee should take to verify authorisation 

and protect themselves before using the platform. 

 

Learning Focus 

Platform selection, deployment models, costs and fees, and Ghanaôs 

regulatory context. 
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Module 2 

Module Title: Key Tools and Components  

 

Module Purpose: Introduce the principal tools, interface and 

operational building blocks used in accessing and managing 

virtual assets, emphasising foundational safeguards that reduce 

avoidable errors and losses  

 

Module Learning Outcomes  

i. Distinguish the primary forms of access and custody 

arrangements at a high level.  

ii. Explain the general role of platforms/intermediaries and 
the implications for user responsibilities  

iii. Recognise typical sources of cost and friction and how they 
influence user experience  

iv. Outline baseline operational safeguards appropriate for 
varied user contexts  

 

Section 1: Access and Custody Concepts 

 

Custodial Wallets 

A custodial wallet is a wallet in which a service provider maintains and 

manages the security on behalf of the user. The user accesses the wallet 

through an app or platform, and the service helps protect the assets and 

may assist with recovery if issues arise. This is similar to how mobile 

money or bank apps work. 
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Non-Custodial Wallets 

A non-custodial wallet is one in which the user has complete control 

over the wallet and its security details. The service provider does not 

hold the keys or passwords. This gives the user more power, but also 

more responsibility for keeping the wallet safe. 
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Hot Wallets 

A hot wallet is a wallet connected to the internet. It is easy to use for the 

regular sending and receiving of digital assets. Because it is always 

online, it is convenient but needs strong security to reduce risk. 
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Cold Wallets 

A cold wallet is a wallet kept offline, not connected to the internet. It is 

often used for storing digital assets for a long time. Because it is offline, 

it offers stronger protection from online attacks, but it is less convenient 

for daily use. 
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Private Keys 

A private key is a secret code that grants access to a wallet and its assets. 

Whoever controls the private key controls the assets. It must be kept 

private and never shared. 

 

Public Keys 

A public key, in the context of virtual assets, is a cryptographic address 

used to receive digital assets and to verify transactions on a blockchain 

network. The public key is openly shared and, together with a 

corresponding private key, confirms ownership and authenticates 

transactions without revealing the private key. 
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Seed Phrases 

A seed phrase is a set of words that can be used to recover a wallet if a 

device is lost or damaged. Anyone who has the seed phrase can access 

the wallet, so it must be stored securely and kept secret. 



 

t!D9 по 
 

 

 

 

Password Recovery 

Password recovery is the process of regaining access to a wallet or 

account when a password is forgotten. In custodial wallets, the service 

provider may help. In non-custodial wallets, recovery depends on 

having the correct seed phrase. 

Trade-Offs: Convenience and Security 

Convenience means how easy a wallet is to use for daily transactions. 

Security means how well the wallet protects assets from loss or theft. 

Custodial and hot wallets are usually more convenient but rely on third-

party systems. Non-custodial and cold wallets offer stronger security but 

require careful user handling. Choosing a wallet involves balancing ease 

of use with the level of protection needed. 
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SECTION 2: Wallet Interfaces and Operations 
This section explains how wallets are created and used, how transactions 

are checked, and how devices should be protected when handling virtual 

assets. The focus is on practical understanding and safe operation. 

Wallet Creation and Management 

Creating a wallet usually involves downloading an approved wallet 

application or using a service provided by a licensed platform. During 

setup, the user is asked to create a password or PIN and, in some cases, 

write down recovery information such as seed phrases. This information 

is vital because it controls access to the wallet. 

 

Managing a wallet includes checking balances, sending and receiving 

assets, and reviewing past transactions. Users should always log out 

properly after use and keep their wallet app up to date. Good wallet 

management also means keeping recovery information safe and never 

sharing access details with others. 
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Simple Explanation of Transaction Fees and Verification Tools 

A block explorer is a simple online tool that allows users to look up and 

confirm transactions after they are sent. By entering a transaction 

reference or wallet address, a user can see whether the transaction has 

been recorded and confirmed. This helps verify that money was sent or 

received successfully and supports transparency. 

 

When a transaction is made, a small transaction fee (Gas fee) is often 

charged. This fee helps the digital network process and record the 

transaction. Fees also discourage spam and ensure that transactions are 

handled efficiently. The wallet usually shows the cost before the user 

confirms the transaction, so users should check this carefully. 
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Secure Device Practices and Avoiding Threats 

Because wallets run on phones or computers, device security is crucial. 

Users should lock their devices with a password, PIN, or biometric 

option. They should install apps only from trusted sources and avoid 

clicking links from unknown messages. 
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Malware and phishing attacks are common risks. Malware is harmful 

software that can steal information, while phishing involves fake 

messages or websites designed to trick users into revealing passwords 

or keys. To reduce these risks, users should keep their devices updated, 

avoid suspicious links, and ask for help when something seems unclear. 
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SECTION 3: Platforms and Intermediaries 

Virtual assets are usually accessed through platforms and 

intermediaries. These are services that help users buy, sell, store, or 

transfer digital value. Understanding the different types of platforms 

helps users choose safe options and know their responsibilities. 

 

Centralised Exchanges (CEX) and Decentralised Exchanges (DEX) 

A centralised exchange (CEX) is a platform operated by a company. The 

company manages the system, keeps records, and often holds usersô 

assets on their behalf. Users create accounts, log in with passwords, and 

rely on the platform for customer support. This setup feels similar to 

using a bank or mobile money service. 

 

A decentralised exchange (DEX) operates without a single company 

controlling it. Transactions happen directly between users through 

digital systems. Users connect their own wallets and keep control of 

their assets. While this gives more independence, it also means users are 

responsible for their own security and cannot rely on customer support 

if something goes wrong. 
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Custodians, Brokers, and Over-the-Counter (OTC) Desks 

A custodian is a service provider that holds and safeguards virtual assets 

on behalf of users. The custodian manages security and storage, while 

users access their holdings through that provider. This reduces the 

burden on users but requires trust in the provider. A custodian keeps 

users' digital assets safe, like a secure storage facility. 

A broker acts as a middleman, helping users buy or sell virtual assets. 

The broker finds a buyer or seller and completes the transaction for a 

fee. Users do not usually trade directly with with one another.. 

An over-the-counter (OTC) desk handles large or special transactions 

outside regular exchanges. These desks are often used by institutions or 

individuals making high-value trades. OTC services aim to reduce price 

volatility and enhance privacy, but they require careful verification and 

strong due diligence.. 
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On-Ramps and Off-Ramps (Fiat ź Virtual Asset) 

On-ramps are services that allow users to convert fiat currency, such as 

cash deposits or bank funds, into virtual assets. This may involve bank 

transfers, mobile money, or card payments. 

 

Off-ramps allow users to convert virtual assets back into fiat currency . 

These services are essential because they connect virtual assets with 

everyday financial systems. Using trusted on-ramps and off-ramps helps 

ensure smooth and lawful transactions. 
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User Responsibilities, Licensing, and Due Diligence 

Users have responsibilities when using platforms and intermediaries. 

They should check whether a platform is licensed or approved by the 

relevant authority. Licensing shows that the provider meets basic 

standards and follows rules designed to protect users. 
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Due diligence means taking time to verify information before using a 

service. This includes checking the platformôs name, contact details, 

reputation, and guidance from official sources. Users should also protect 

their own passwords and keys, understand fees, and avoid rushing into 

unfamiliar services. 

 

Choosing the right platform and understanding these roles helps reduce 

risk and supports safer participation in virtual asset activities. 
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SECTION 4: Costs and Fees 

When using virtual assets, users often incur various fees. These costs are 

a regular part of how digital systems operate. Understanding them helps 

users avoid surprises and make better decisions. 

Network Fees 

Network fees are charges paid to the digital network that processes and 

records transactions. These fees support network operations, including 

validators that confirm transactions and keep the system running 

securely. Network fees usually appear when sending virtual assets from 

one wallet to another. The amount can change depending on how busy 

the network is at that time. 
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Platform Fees 

Platform fees are charges set by the service or app being used. These 

may include fees for buying, selling, sending, receiving, or storing 

virtual assets. Some platforms also charge fees for customer support or 

special services. Users should always check the platformôs fee 

information before using the service 

 

 

Spreads 

A spread is the difference between the buy and sell prices of a virtual 

asset on a platform. Even when no separate fee is shown, the platform 

may earn money through this price difference. Spreads are typical on 
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exchanges and broker platforms and can affect how much value a user 

receives. 

Blockchain Congestion and Transaction Delays 

What is  Blockchain Congestion?  

Blockchain congestion occurs when too many users try to send 

transactions simultaneously through a blockchain network. Just as 

traffic on a busy road causes delays, this overload does too. When the 

network is congested, transactions take longer to be confirmed because 

only a limited number can fit into each block, which is added at fixed 

intervals.  

 

As a result, users may experience slower processing times and may be 

required to pay higher fees to prioritise their transactions. These delays 

can affect the speed of sending or receiving funds, which is especially 

frustrating during urgent transfers. Congestion is most common on 

public blockchains such as Bitcoin and Ethereum, particularly during 

periods of high activity, including market surges, popular token 

launches, and NFT launches.  

 

The technical reasons behind congestion include limited block size, 

fixed block time, and the consensus mechanisms used to validate 

transactions. To reduce congestion, developers are exploring solutions 

such as Layer 2 technologies (e.g., Lightning Network or rollups), 

increasing block capacity, batching transactions more efficiently, and 

encouraging users to transact during off-peak hours. 
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