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Preface

Thi s manual was prepared as part
understanding of virtual assets
Ghana. Rapid technological change
stored, transferred, hondnpeoheuse
busi nesses, public institutions,
and accurate knowledge has theref
and i nfor ameadk i chegci sTihoen Nati onal Vi
|l ni ti ati ve acderde sbsyesprtelsienti ng ke
accessible format. The manual e X
processes, ri sks, and regul atory
assets. The content is educahj ona
and responsi bl e engagement rather
This book is designed for a broa
regul ator s, educator s, and member
| evel s. Techniccal | anguage is kep
exampl es, a.nd. pr acatoinc ad v esrcyedmaayr i eox
Repetition of safety messages i s
| oss, fraud, and misuse remains a
articul ar attention I S gi ven t
I nstitutional roles are explained
and supervisory mandates. Thi s
Il nterpretation and hel ps r eea,d er s
verification, or support when que
The authors acknowledge the Bank
Exchange Commi ssiondés | eadership
t heir commi t ment to public educa
manu al refl ects coll aborat i aoan Wi
common goal of strengthening di
safeguarding the public interest
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and shared | earninq

understanding
awareness, reduce | osses, and pro
hel p, especially for those most v
Johnson Pandit Asi
Governor, Bank
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| ntroductory Remar ks

ThiNsati onal Virtual AGNa&VALLUI)t etrraa
mat er i al -dheavse | boepeend cboy tamwlh&a8&c of i
and Exchange Commission and caref

to support the effective I mpl emen
The manual I's i ntended for ,fiamanc
ot her relevant state institutions
nomi nanci al busi nesses amd sprmefres
financi al services in Ghana. By
practical competenci es, I nstitut
awareness, the initi-bdaseede poht cyh
adegau@aper vi sion, '‘and the responsi

with Ghanad@ullad paly amd hrnd ect ur e.

I commend t he Bank of Ghana, t
Commi ssi on, the Ministry ofsfBrnar
t heir contributions I n devel opi i
participantis to engage fully with
apptlhyeir i nsights in th&he seEseeg
resilience of Ghanads financi al S
our collective commitmgowetponed,nnn
awar e, and fiimudIgyiecamesthor ddi s tra
| mportant mi |l estone i n posit- oni
| ooking hub for digital finance i

Yp|tE£€ ZA ¥wE& Pt s?x
DireGewomer al
Securities and Exchange Commi ssi o
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to Use This Manual
S manual I s designed to gui de
It al moneyi and @i e &.uallts iaisgs lestusiwi
i

Ho
Th
di
I n va edlulallsevel s of educati on.

W
i
g
d

| Fol tbw order of sections

The manual I s arranged in a |l ogic
the first section and proceed st
earlier i1 deas.

| IFocus on examples and il lustral
Examples and short stories are 1ir
and/ or virtual assets work in eve
these examples to their own daily

| IEin.cour age di.scussion and cl ar i f

|l group settings, facilitators sh
section. Learner s shoul d b e enco
somet hing is mot understood.

| Apply |l earning through practi c:¢
Practical demoplsayaacbngi anels roh @
usi ng s malfl momEwnsssupports under
the risk of errors.

v.Emphasise safety guidance

Safety instructions are provided
be highlighted and repeated, as t
and their funds.
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viuse scenarios for assessment
Scenlaas ed guestions ar e i ncl ude
Facilitators should use these to
nex-t section.

vii.Refer to support and report.i
The manual Il ncludes guidance on w
probl ems. Learners shoulhdanmae&dsnad

encouraged to use them when neces

This manual should be used as a r
as a gui ded dfaoyr ussaef eofdadyi gi t al MO N €
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PROGRAMKKE ERVI EW

1. | ntroducti on

Ghana isexperiencingrapid digital growth. New payment systems,
crossborder financial tools, online service platforms, and emerging
digital markets are reshaping daily transactions and professional
practice. These changes bring new opportuniiigsalso poseisks for
consumers, institutions, and thoadereconomy. The nationwide
virtual assets educatioprogrammeresponds to this moment. The
programmesupports anational objectiveo strengthen understanding
across all sectors. It equips professionals with the knowleelggeal to
understandnew tools, safeguard the public, and guide responsible
growth.

Virtual assets influence how value ‘moves across borders, how
businesses raise funds, and how citizens interact with financial services.
They affect how fraud occurs, how data flows, and how supervision
takes place. "Ghanads e€curityanstimtioms] s e
and regulatory bodies-must understand these toaisake informed
judgments. Virtual assets also affect sectors such as health, engineering,
and education through data management, digital identity, and secure
records. A shared base#i of knowledge supports consistency and
sound decisiomaking across public and private roles.

Greater national literacyn virtual assetsstrengthens governance
through more precisepolicy interpretation and improved oversight.
Finance professionals gain stronger skills for assessing risk and
evaluating digital products. Security agencies improve readiness for
crime detection and evidence management. Compliance officers and
regulatos benefit from sharper tools for monitoring platforms and
verifying authorisation Professional groups across all fields strengthen
their readiness for digital transfoation. The broader economy stands

to gain from a workforce that understands both the promise and the

t! DvO
*
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limits of virtual assets, supporting a balanced approach to innovation
that protects citizens and preserves trust.

2. Target Group Description

Thi s manual I's desiagméd df dror madi v
and structured training. Meanded s
service, and technical environm
procedures, and guidelines are pa
wi t h f or ms, records, basi c repo
administration, servicelThdegl ifvoelrly
established processes, apply rul
expected to carryndutrespshksi alcy.u
benefits from clheywtrtepxgplbiathanhcens:¢
examples that reliate directly to
manual supports their need for op
making, eaedsawédrri sks | inked to v
advanced techni.cal dept h.

3. Learning Philosophy

The | earning approach for this gr
with for mal wor k environment s. Pa
gui dance, procedures, and rul es,

presenti ngprceoi¢esganeé nden tahat moves
application.

The mampbhbhepesrasti onal under st andi
not only what virtual assets ar e,
responsibilities in everyday worl

I ntroduced with definitioageryoay
situations.

t ! D49
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Cademased | earning upports this p
relail fe contexts help participants
appropriate actions. This strengt
procedures withoutnirceagluie x pnegr taidsvea.

S
I

Policy and gui dance I nterpretat.
Participants are guided on how tc
carefull vy, understand their scop
supports compliance, gaygcount-abci
maki ng.

The | earn

g process values <cl ari
ti on, but I nf or med p &

I n
experi ment a A

| e usEINE BM} Y&r teinadi pod n ttsh
0
r

responsib
prepared

t hiamrdladedi st talat a®asat t
approved p

O C epsrsoepse,p paomrd sweheekn tilses L

4Progr dmemerni ng Out comes

Thai m a sachieve the following
. To i ncreaserei sahvar a 5 etchsa awWisrelt hosi | t
asasets

L. Enabl e iLadnormpdropraiwdtué par't
assets

I i1 . Route activity to |icensed c

Y Boost regul atory readiness an

vSource feedback for i ncorporatior
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Modul e 1

Modul e-VTirttlueml Asset s: Concepts
Modul e PEspadei sh a neutral, t
foundati on on virtual assets andc
clarifying scope, terminol ogy a

promotion or. di scour agement

Modul e Learning Outcomes
. Articul ate core concepts and

neutr al manner

I Di fferentiate major virtual
| evel

[ I T Descri be, i n principle, h o\
why that matters for users and n
Y |l denti fy realistic applicat:i
mi sconceptions or overstated cl a
Di vi dper otghreaamme modul es

SECTIDODNntroduction to Virtual Ass

Wh at Are Virtual Asset s

Virtual assets are digital f or ms
online systems. They are not phys
|l nstead, t hey are stored electro
computer s, or ot hreey darge t alypidecal

cryptographically amddirsum i baut ead
technol ogy.

t ! Dp9
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People use virtual assets to tran
ownership of certain digital item
moves through a digital netfwoanmk r
one perso.n Tadommaesbhetshesmpeed and con\

requires users to undetros tsanady hsoaw e

VIRTUAL ASSETS

Digital VValue, Networked Movement

t! x9



Digital Money, Cryptocurrencies,

Di gitali smonelbyrfoambnegr msed in ele
Examples include mobil e nBainekys aonrc
telecom companies wrsdal |l pyamaonmale
Ssystems.

Cryptocuwurrreenacisepseci fic typeioftual
as stentrmst vienr ough di stri buted digital
banks or telecom systems. They al
another wusing digital wallets.

I fic purpo
rms, or a

Tokane created for spe
| at
I i ms .

digital services, —p
a

C
f
benefits, or digi:.t t

0]
e

Under standi ng ~t heslknaw fwWwhate ntcleesy hz
wi t h and ntviod .vreids k s
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Cat egofri éisrtual Assets
Virtual assets can be grouped int

v Coi(nGryptocareewmcri esal d 8seqtds n
receisotevrae ue.

v Tokeamrse digital assets created
accessing a service or platfor:

v No-Rungi bl e Toakreensutn@ Mute®)d t o s
owner ship, access, or records.

v St ablaceidsessi gned to maintain
to known currencoleat i ltiotyeduce

v Centr al Bank Di gd taale G@urgrigmdi eve
nati onal currencies I1ssued by
t he eCedi

v Adigital bondis a loan that is created and managed using digital
systems.

Each type serves a different purpose, and knowing the difference helps
users make informed decisions.



Cryptocurrencies

Decentralized
digital money,
volatile value.

e.g., Bitcoin,
Ethereum

Non-Fungible
Tokens (NFTs)

Unique digital
collectibles,
ownership proof.

e.g., Digital Art,
In-game items

@

Stablecoins Central Bank
Digital Currencies
(CBDCs)
Pegged to fiat State-issued
currency, digital currency,
reduced volatility. regulated.

e.g., USDT,USDC | e.g. Digital Yuan,

Digital Euro

Q Decentralization Q

i

Digital Bonds

Debt securities on
blockchain, |
digitized ownership.

e.g., Corporate
bonds,
Government bonds

| @&

Tokens

Represents assets
or utility ona
platform.

e.g., Utility tokens,
Security tokens

Q Value Peg 7 6
0 Regulation Q

Primary
Use Case

&
©
&

y
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Di fference Bet

Aspect Digital Assets | Virtual Assets Crypto Asset
(DA) (VA)

Scope Broad Narrower subset; | Assets built
category; always and managed
includes blockchain/DLTF | on
blockchain based blockchain.
and non A subset of
blockchain virtual assets.
assets

Transferability] May or may | Specifically May or may
not be designed to be not be
transferable | transferable, transferable

tradable, or
exchangeable

Verification | Can be Verified through | Verified only
verified by decentralised onblockchain
central consensus
authorities mechanisms
(e.g., banks, | (blockchain/DLT)
governments)
or private
systems

Examples CBDCs Cryptocurrencies, | Bitcoin
(eCedi), privately issued
digital blockchain tokens,
records, and tokenised
tokenised commodities
contracts

Regulatory May fall under| Often treated unde Often treated

Treatment traditional FATFOs nAjyunder
financial asseto fiAavirtu
regulation with specific framework,

t | DvOw
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AML/CFT with specific
implications AML/CFT
implications
Virtual Asset Service Providers (

Virtual Asset Ser viVAe PRraa wei dpelrast,f
companies that hel p peopl e acces:
provide wallet services, exchange

VASPs péayemni al because many use.l

manage account s, secure asset s, a
user s assen$ fteomwH isl et hatt h eursser s CC
Because VASPs interact directly w

regul atareg ocitsaatfivestayl. t o

How a Digital Transaction Wor ks

A digital t r sntgad tgihmnmoadreodadr.adws a

1. The sender ' opens a digital wal |
2.The sender selects the recipiel
3.The transaction is confirmed al
4 . The network record the transa:¢
5.The recipi nt receives the val
This process usually happens quic
to | oss. Understanding the trans:
carefully and avoid errors before

t ! DvOH



THE DIGITAL TRANSACTION JOURNEY

4.NETWORK RECORDS
& VERIFIES

» 1.SENDER OPENS 2. SELECTS RECIPIENT 3. TRANSACTION I 5 5. RECIPIENT
DIGITAL WALLET & ENTERS AMOUNT CONFIRMED & SENT © RECEIVES VALUE

2. SELECTS RECIPIENT e N 5 5. RECIPIENT
& ENTERS AMOUNT S RECEIVES VALUE

SENT TO DIGITAL
@ NETWORK SECURE VERIFICATION
& RECORDING

1' 3, CAUTION: MISTAKES AT ANY STEP CAN LEAD TO LOSS. =
% UNDERSTANDING THIS FLOW HELPS USERS CHECK DETAILS CAREFULLY (o)
AND AVOID ERRORS BEFORE CONFIRMING A TRANSFER. =

!

SECTI 2DDli stri but ed L edg erunTdeacnnennot! aol

Di st
acro
i nfo
tran
ever
Bl oc

Ledg

ri buted Ledger Teoc hsntoolroeg ya n(dD L
SS many. comput ems eviemylonhan e

rmation. 1t removes the need
sparency, security, and trust
yone <can write in and check,

k cdhhrae@ npopul ar type of DLT

ers as Shared Digital Records
dger i s a record book that sh
er i s an electronic record t
e, who received it and when
ed among manyhepapthiobmpadet 0f f i
on. Everyone involved sees th
hi ddend octkarhga sk nioswno reex awrepll le o f
t using DLT. There are simpl
ained bel ow.
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Nodes
Nodes
node
sact.i
t anag
node

tran

sact.
sact.i

O O
003550

the Computers Suppo
the computers or server

hol ds the same i nfor me
ons ar e c or rheacvte. tBheec a u ¢
ousigwgle person can secr
fail s, others stild keep
nked Together

ons are grouped into blo
ons. Once a block 1s <co

rming a chain of records
past igfoomatctedn Newhlu
, Creating a clear histo

Transparency, Traceability, a
sparency me ansviterneends azmnd o e
or i.s efdr aucseearbsi |'ti t &y n smeecatnisd m ogena n

fini<sh. Shared records m

nf ormati on. Together, these f

ma k e

it easi er to confirm wha

foundati on explains why DLT
di gital systems that requir

ot her
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DECENTRALIZED TRANSPARENCY

NO SINGLE POINT OF FAILURE
IMMUTABLE HISTORY

A SYNCHRONIZED A
%)3 NEW BLOCK TO EVERY
lg COPY INSTANTLY
TAMPER-RESISTANT ) N
RECORD : » Q@ RECORD

TAMPER-RESISTANT TAMPER-RESISTANT
RECORD 3 fi RECORD

= © g @@
@ ?@F TAMPER-RESISTANT g%g? X /g\

RECORD

SECURITY SMART SUPPLY CHAIN  TRUST THROUGH
CONTRACTS TECHNOLOGY

DISTRIBUTED LEDGER TECHNOLOGY (DLT)

BLOCKCHAIN IS ATYPE OF DLT




y
(

Distributed Ledger
Technology: The Foundation

of Digital Assets
¢ omiacees - NOAE A Node B - imimscmm
_A‘__-——;_ . - A*_;»fe.—‘—;':'_;‘
~z-z-=— 1111 1] R i
= e [ -
Ledger l | Ledger
Srescaa, . A<__:_:_ -
, = 11l T BBl —E===E==
= [= =] == =} ——
Node D Node C

DLT involves storing and sharing data
across multiple computers so everyoen
has the same information.

It removes the need for a central
authority and supports transparency,
security, and trust. ST

t! DvSc



Ho w
Ma ny
Wh e n
t hes
corr

does DLT wor k?

computers keep
someone sends
e computers. Th
ect . Once they
record 1is not

yone sees the s
i nf or mati on.

t hhesi snaimé aneoc

di gital val ue,
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SECTI OBIl ockchain Deployment Model
ConcdBtasi ¢c | dea)

Thirefteorlse si mple ways bl ockchain

they work. Some blockchains are o
by certain groups, and others are
systems fol aowomati cal kg &a&aond safe
wi t houtr ead dBrédosc.kg hai n is the under
pl atforms, and appsThre poevenbsi
bet ween infrasacucocguser andesiser
Types of Bl ockchain Networ ks
Bl ockchain systems can be depl oyc¢
who controls access and how deci s
9 Publ i c BilThhelsehairmesopen to ever )
read, write, or validate trans
and Ethereum. They prcmroate atl i &
but may be sl ower ®udbdblic biobk
are foropen payment .systems al
9 Private Bl ockchains Access i s
A siomgd &niogatgiroonup controls who
dat a These are faster ,bntd Imog:
decentPrilvated bl ockchains are |
records
9 Consortium: Bl goloutpagaisi sat nohy
manages t he sntertiwkoersk . a | thal anc«
decentralisation and control , 1
banking, supply <chains, or he:
crucCioamlsortium bl ockchains are

t | Doy



1T A hybrid blockchain is a bl oc
features of Dboth public and pri
Four Types of Bl ockchai
PUBLIC BLOCKCHAINS PRIVATE BLOCKCHAINS
8®a
 Open to everyone: Join, read, write, * Restricted access to specific
validate. participants.
* Promotes transparency & decentralization] |  Single organization controls data.
 May be slower due to high participation. » Faster & more secure for internal use.
* For open payment systems & public e Less decentralized.
networks. * For internal organizational records.
CONSORTIUM BLOCKCHAINS HYBRID BLOCKCHAIN
DN
1T &8
@ @ PUBLIC PRIVATE
» Jointly managed by a group of —
organizations. +—
» Balances decentralization & control.
* Ideal for czl)llaboratlon (banking, supply Combines features of both public and
chain, healthcare). private blockchains.
* For shared industry systems.
t | Dvop
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CFTE The 4 Types of Blockchain Networks Compared

¢ N7 R ‘ i'i

\ i -l
Ti '§

A Y |

Private. Consortitm |
- -

Permissioned/ Drmiss el Permissioned & ot
U ermissionless Permissioned oL Permissioned
Permissionless Permissionless 4

— —

No control by a Control bya Control by a Control by multiple '
central authority central authority central authority central authorities *4

= — — r—

Control

Main v/ Independence v Performance v’ Performance v/ Performance
Advantages -/ Transparency v Scalability v Low Cost v Security

_ Main X Performance X Security X Transparency X Transparency
Disadvantages  x ealabltyssues X Trust X Upgrading

s — et

Examples:l Example: ¥ Example: T Examples‘”
Bitcoin Hyperledger Fabric XRP token Corda

Litecoin Quorum

_4 3| ol 34

t ! Dvon



Dad, what's the
difference between
these public and private
blockchain networks?
It's confusing!

A Public Blockchain
is like the village square.

It's permissionless—anyone %

can join, participate, and
see everything, just like
this marketl There's no
central authority
controlling it.

[oite: 20.721]

U0 E T f—

A Private Blockchain
is like a private club or a
company's office. It's
permissioned—you need
an invitation to join. It's
controlled by a central
authority, like the
guard here.

Ohl So Public is for
everyone, like Bitcoin,
and Private is for specific
groups, like a bank's
records?

= | Examples: Public (Bitcoin), Private

Bl B o 1

(Hyperledger Fab

ric) [cite:

20]

It's like our

community, Kwadwo.
Let me explain.

Exactly, sonl

You've got it.



Smart Contracts: al Agr e

Smar t contr-agtesupamegr asamefis e d on
bl ockchai n. TRrexycatttetomatsitcalclty on s
conditions are met nt evi néekiaanpil dee.
smart contract for a farming sub:
once satellite data confirms rain

SMART CONTRACTS:
AUTOMATED DIGITAL AGREEMENTS

Benefits include:

9 Reduced human error

9 Faster executi on

9 Transparenpr aofd tagper
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Transaction Basics and Fees

Every Dblockchain transaction invo
VData vaensdai ngnthe transaction
VRecording: Adding it to the Dbl ¢
V Net wor k participatiiomgomiiunemsg ¢
power to process transactions.

y fees appear:

S compensate validators for
y prevent spam and ensure n:
public blockchains, fees cal
p |

|l e Descriptioni 'of How Bl ockch

P

ckchain d | oyment model s des
ckchain s tem andl rmowome cmed
one can | kn and use the syste
er models, o0ondryg armpipsraeyieadn|goeve |
system. Thene arhe ch|l a0 gmodie
nNi sati onsy sthaameraer s hsoiw gilte i s
|| cases, the blockchain keep
rds are added in order, and o
erence between the model s 1is
ssa ctanodn wh o cIdintsr oslesb nggcadheest sp.ts i
se the type of blockchain tha
contr ol

YO+ ooV oT W W
@ ® <00 3J

>35> 7S SO>S — T T

o0 —™Oo
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PUBLIC MODEL
(ANYONE CAN JOIN)

CHECK TRANSACTIONS
®

R ¥

SX [P
o

OPEN ACCESS,
DECENTRALIZED

NEW RECORDS
ADDED IN ORDER
‘ A

,T &

" BLocKCHAIN
(SHARED RECORD)

4 =2 2 fais
CONTROLLED ‘ i SHARED
PARTICIPATION T MANAGEMENT
& VALIDATION NN & & AGREEMENT

' ) : :‘”1"" ) .
« IMMUTABLE LEDGER: N
CLOSED, OLD RECORDS NOT CHANGED PARTIALLY DECENTRALIZED,
CENTRALIZED CONTROL

SHARED GOVERNANCE
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SECTIOReaNMor | d Applications and Us

Virtu
t hat

appl i

@D

ast
rt

c

< —c =

cCwn—~+—=WwOo
OT Q9 @ S

al assets and bl ockchain sys
support dai |l vy activities,
cations focus on i mproving s

rB oQrdoesrs Tr ansfers

al assets can be used to sen
traditional met hods. | nst e
nati onal transfers, value ca
I for supporting fiaens | y paneir
Il er s, or receiving funds fro
s and wuncertainty for users.

-

t for Bankiing Services

and financi al i nstitutions
al processes. TFkhesespei msgy,s tternest
ment , and reconciliati on b
I records, banks reduce err
arency. - Virtual asset syst e
L RA

and P
t di

I |l dentity for Public
hain systems can suppor
ttdhheiprowdemt jatcycessi ng ser

: educati on, or financ
need for repeated pape
Cc institutions and priwv
erify users
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hain Tracking and Record
al assets and blockchain sys
support dai |l vy activities,
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applications focus on I mproving
trust

Fast erBoQrdoesrs Transfers

Virtual assets can be used to sen
than traditional met hods. |l nst ea
move within minutes or hour s. Thi
from abroad, busi nessiewi douaaylisn gr esc

emittances.

Support for Banking and Financi al
Banks and financi al i nstitutions
record keeping, transaction sett]l
records reduce error s, speed up
bet ween instituti onesr.t Trhew ef srymg e
financi al products and services.
Digital | dentiuty for Public and P
Bl ockchain.systems can s upemnoakl edi
people to prwiventdecessidregqptseryvi c
heal t hcar e, educati on, voting sSy¢
l dentity helps reduce fraud, repe
Supply Chain Tracklng, C eKreteipfiincga t
Bl ockchain technol ogy records eac
t o consumer s. Thi s hel ps track

manufactured goods. It al so suppo
school records, |licemsness.i vhpe e
| mprove accountability and trust.

Government Services and Public Ad

Publ i c i nstitutions camnused alxl o0&l

as wellsoasalf psogpamm2isgi t al reco
t | Di%c
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b Ity. Thi support
t hcare Data Management

thcare providers csaenc uarsed yb |noac
ent ISdhao redls access al l ows aul
rate information whilecprete
diamat iremuces errors.

culture and Far mer Support
kchain systems are used to t
manage subsidy or support pay
rds and faster access to func
i n and quality.

rance and Cl aims Processing

rance companies use bl ockcha
elsmsti enlglyisgemts can rel ease paym
i tions ~are met. This reduces

tal Voting and Community Reco
systems use blockchain for s
rds. Shar ed records hel p en
ering, espegiaali sationhBécal or
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APPLI CATI ONS OF BLOCKCHAI N TECHNOLOGY |

anabés cenBamk dbdfan&Gharmhig@bo@)ev-ka ok

eCerdtir al Bank Digiti2D2d¥rrency P

ital cure€eddy0 ZxE | pardt tdife it s ADI
ust 28t he0@dvernor of the Bank ¢
di pil makphgs&hana one of the f-i
pose Central Bank Digital Curren
m of the Ghana cedi could be wus
l usi oonrtaddgsupah payment syst2e0ms
ing which eCedi was tested for
chants in selected | ocations.

Cedi Hackat hon for OERCIYse0Qay
ober t2n0e2 Bank oflAweakacelCadmntcd aaX
tical applications of the eCedi
ght together devel oper s, finte
tify innovatinwve use cases for
rnment ser‘vices, and digital i d
uild a |l ocalsecosystem around d
der rollout .
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SECTI®Gommon Misconceptions and Ri sk Aw
Many problems around virtual ass

rat her t han from the technol ogy
mi sconceptions hel ps peopl e ma Kk ¢
unnecessary | osses.

Virtual Assets Are Not Il 1 egal by
Virtual assets are not automati ca
t h al | virtual assets are forbi
| awful, while others may be restr
and where virtual aapspsreotvse darpel au <
foll owing national guidance hel ps
Bl ockchain I s Not the Same as Cry
Bl ockchain is a technology, whi | e
virtual asset tthat uses that tec!
system that r.recor ds i nfor mati on.
vehicle that moves omaitnmhatchoad.og
used for r.ecords, certificates, t
only for money.

Digital Systems Still Need Rul es

Even though blockchain systems us
they do not remove the need for
mi s uwietdhoovuetr si ght . Regul ati on and
user s, reduce fraud, and ensur e
Technol ogy al one cannot guarantee

No Digital Asset Gives Automatic

There is no virtual asset that gt

fast, easy, or automatic returns

or down in value, and some may
t | Di9



i mi-hgedBdpopi #k fAguaranteedo profi
er s.

i ¢c Risk Signals to Watch For
re are warning signsTheaée BsBholWw

mi ses of gui ck weal t h, press
tending to be helpers or offic
tfor ms. Fake platfor ms of ten

ogni sing thessersd gsntad ps, epad sye ,h
ore | oss occur s.

erstanding these misconceptior
avi Awar eness hel ps peopl e av (
stion suspicious offers, and u

SECTI®G@hanadts Regul atory Context

Und
S
Vir

erstanding Ghanadés regul atory
all owed, «what i s monitored, an
tual asset’s and digital money

k of Ghana Guidance at a High
Bank of Ghana provides guidar
tems to protect the public anc
tem. |t oversees payment servi
ks to reduce fraud vanmd umils uasses.e
,S atmee Bank of Ghamaf eincose agk
vices and warns the public aga

ensing and Reporting in Simple
ensing means a service provid
ropriate authority to operate.
| owegardséng security, -lcaeispiomggr
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g means that when probl em

Reportin

activity, users and providers sho
hel ps regul ators track risksoveak
time, I mprave protections

How Regul ation Protects Users and
Regul ation helps protect users by
services operate and how customer
chances of unsaf e pl atf or ms harr

supports financi al stabiing t narbmf
practices, and ensuring t hbarto adliegi
economy. Toget her, these measur es
wher e peopl e can use di gital s e

awar eness.

his section helps | earners under
them and the <wihnder financi al syst
and reporting. problems early are
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Assessment St rBatseegdy Tan<enar|o

Scen&8ased Task 1: Choosing the RI

A small business officer 1 s askec
receive payments from customers
whet her to use mobile money, C

ryp
of fered by an online pVvatdioom &mda
fees.

Task for Learners

9 ldentify the different types
scenari o.

1 Expl ain t he Key di fferences
cryptocurrencies, stabl ecoins,
1 Recommend which type of visrtual
border payment's and explain wh)
9 Hi ghl i ght one risk the <coll ea
proceedi ng.

Learning Focus

Understanding virtual asset <categ
ScenBased Task 2: Under standi ng
DLT

A staff member sends virtual asse
sendi ng, the supplier c¢claims the
unsure how to confirm whether t h
wor rtrihtahe money may be | ost.

Task for Learners
9 Describe the steps of how a di
to receiver.
t | DO
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7 Expl ain how Distributed Ledge
transacti ons.

9 Il dentify what t ool s or I nf or n
transaction status.
9 Explain why shared records | mg

di sputes.

Learning Focus
fl

Transacti on ow, DLT fundament al

Scen8&8nased Task 3: Pl atform Choic
Awar eness

An empl oyee discovers a new Vvirtu
medi a. The pl atfcorm offers | ower
Kknown services.détentoammelselad else nfo
state whether =it I's |1t censed 1 n G

Task for Le
7 Il denti fuy
scenari o.
1 Explain the difference between

a rs

rne
the platform and I nt

bl ockchain systems in relation
9 Di scuss why fees, spreads, anc
across platfor ms.
9 Outline the steps theaempobpbiyseeat

and protect themselves before

Learning Focus
Pl atform selection, deployment mo
regul atory cont ext

t ! D%



Modul e 2
Modul e TKleoypbkes and Component s

Modul e Plumtproeeduce the principal
operational buil ding blocks wus

virtuaémpahbsasfibsinmdpati onal saf eguali

avoidabl e errors and | osses

Modul e Learning Outcomes
i .Di sti ngpr s mfaaotnhmes of access

arrangements at a high | evel

| IExpl ain the gener al role of

the Iimplications for user res|
| IRecogni se typical sources of

i nfl uence user experience

| Wutline baseline operational

varied user contexts
Section 1:Access and Custody Concepts

Custodial Wallets

A custodial wallet is a walleh which a service provider maintains and
manages the securion behalf of the user. The user accesses the wallet
through an app or platformand the service helps protect the assets and
may assist with recovery if issues ari3dis is similar to how mobile
money or bank apps work.

t ! Doon
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No«€ustodi al Wal | et s

A non-custodial wallet isone in whichthe user hasompletecontrol

over the wallet and its security details. The service provider does not
hold the keys or passwords. This gives the user poveer, but also
more responsibility for keeping the wallet safe.

t ! DY



VIRTUAL ASSET WALLETS:
. Custodial vs. Non-Custodial )

A digital tool to store, send, & receive virtual assets,
Provides secure access to digital value recorded on a blockchain,
using passwords, PINs, or private keys, not physical money.

A 4
CUSTODIAL  AAN NON-CUSTODIAL f
WALLETS 6& 5 WALLETS

MANAGED BY COMPLETE & SOLE
THIRD-PARTY SERVICE CONTROL OVER PRIVATE
(e.9., EXCHANGE) KEYS & VIRTUAL ASSETS

EXPERIENCE () SELF-SOVEREIGNTY

~ RECOVERY OPTIONS /’ {é\} FUNDS NOT HELD BY
=/ AVAILABLE Y T+ AN INTERMEDIARY

@. HOLDS & SAFEGUARDS h <® GREATER PRIVACY
W"E USER'S PRIVATE KEYS . a ENHANCED SECURITY
M. USER-FRIENDLY -

(A RISKS & TRUST | (/A RESPONSIBILITY & RISKS

REQUIRES PLACING TRUST IN CUSTODIAN FULL RESPONSIBILITY OF
i ‘\ SAFEGUARDING KEYS ON USER
¢ 4 ‘ PRIMARY RISK: COUNTERPARTY RISK
% ? NO RECOURSE FOR LOST
%y ULTIMATE CONTROL NOT WITH USER OR STOLEN KEYS
% ':;{O

FUNDS CAN BE LOST OR FROZEN /8 PERMANENT LOSS OF FUNDS
IF SERVICE IS COMPROMISED ) = NO INTERMEDIARY SUPPORT

e —

« BOTH PROVIDE ACCESS TO DIGITAL VALUE ON BLOCKCHAIN, ° =
BUT DIFFER IN CONTROL AND RESPONSIBILITY. 7




— THE WALLET DECISION & CUSTODIAL WALLETS . —

Dad, what are ; ” ;o
! N e A wallet is a digital tool.
! tese il ) \ \ Custodial Wa?lets are
5 | @ G / O like banks. A company

holds your private
keys. You just use a
password.

Key Concept:
Company controls the
| keys for easy access. |

° CUSTODIAL: PROS & CONS °
PROS CONS

Easy to use, You trust the company.
password recovery, Risk of hacks or freezing.
customer support. “Not your keys,

not your coins.”

You hold your own
private keys. Total
control. No company
can freeze your assets.
It's true ownership
and privacy.

Key Concept:
You have full control
and responsibility.

" NON- CUSTODIAL CONS & CHOOSING

CONS  CHOICE
@ _/-02-\)
g

\ Convenience Control
% 4 -

Full responsibility. Trade-off:
Lose your keys/seed Convenience vs. Control.
phrase, it's gone forever. Many use both for
No recovery. different needs.




Hot Wal |l et s

A hot wallet is a wallet connected to the internet. It is easy to use for the
regular sending and receiving of digital assets. Because it is always
online, it is convenient but needs strong security to reduce risk.

HOT WALLETS

A wallet connected to the internet
for quick, frequent transactions.

t | D9y



Col d Wall et s

A cold wallet is a wallet kept offline, not connected to the internet. It is
often used for storing digital assets for a long time. Because it is offline,
it offers stronger protection from online attacks, but it is less convenient
for daily use.

COLD WALLETS

A wallet kept offline for secure,
long-term storage.

t ! Dp
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{3 Key features

» Always online

« Fast access for sending
and receiving assets

* Common examples:
mobile wallets, web
wallets, exchange wallets

lﬁ Advantages

» Convenient for daily use

* Easy to access from
phones or computers

- A\ Risks
| » Higher exposure to

hacking, phishing, and
malware

HOT WALLET

Connects to the internet
for frequent transactions.

\
Hot Cold
Feature  \allet  Wallet
Internet Online Offline
connection @ X
Security X Higher
level Lower )
Ease of High 4
access t Lower
Daily
Best use transactions  storage

o Less suitable for storing large

amounts for long periods

COLD WALLET

Stays offline for
long-term storage.

SIMPLE COMPARISON

b Key features

» No internet connection
e Private keys stored offline
e Common examples:

hardware wallets, paper
wallets

@ Advantages

e Stronger protection
against online attacks

« Better for holding large
balances

Long term . Limitations

e Slower access when
transactions are needed

e Requires careful handling
to avoid loss or damage

\ In practice, many users combine both types. A hot wallet handles regular

transactions, while a cold wallet protects savings held over longer periods.

t!
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Private Keys

A private key is a secret code tlgaaints access to a wallet and its assets
Whoever controls the private key controls the assets. It must be kept
private and never shared.

Public Keys

A public key, in the context of virtual assets, is a cryptographic address
used to receive digital assets and to verify transactions on a blockchain
network. The public key is openly shared artdgether with a
corresponding private key, confirms ownership and authenticates
transactions without revealing the private key.

t ! 9w
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Seed Phrases

A seed phrase is a set of words that can be used to recover a wallet if a
device is lost or damaged. Anyone who has the seed phrase can access
the wallet, so it must be stored securely and kept secret.

t! D



Password Recovery

Password recoveris the process of regaining access to a wallet or
account whera password.is forgotten. In custodial wallets, the service
provider may help. In nonustodial wallets, recovery depends on
having the correct seed phrase.

Tr a-O@efs: Convenience and Security

Convenience means how easy a wallet is to use for daily transactions.
Security means how well the wallet protects assets from loss or thetft.
Custodial and hot wallets are usually more convenient but rely on third
party systems. Nenustodial and cold walte offer stronger security but
require carefuliser handlingChoosing a wallet involves balancing ease

of use with the level of protection needed.

t I %
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SECTI2DWal l et I nterfaces and Opera

This section explains how wallets are created and used, how transactions
are checked, and how devices should be protected when handling virtual
assets. The focus is on practical understanding and safe operation.

Wal |l et Creation and Management

Creating a wallet usually involves downloading an approved wallet
application or using a service provided by a licensed platform. During
setup, the user is asked to create a password or PIN and, in some cases,
write down recovery information such ssed phrased his information

Is vital because it controls access to the wallet.

Managing a wallet includes checking balances, sending and receiving
assets, and reviewing past transactions: Users should always log out
properly after use and keep their wallet agpto date Good wallet
management also means keeping recovery information safe and never
sharing access details with others.

t ! Dnon



WALLET WALLET
CREATION MANAGEMENT
& SECURITY & OPERATIONS

= Dashboard

Balance:
Create Wallet 1.5 BTC

Password

Send Receive History
Seed Phrase (Keep Safe)

Recent Transactions
Viord

Transaction 158TC

Jenny ‘ Transaction -0.05 8TC
G T
@ Transaction +0.05 BTC

* Transaction -1.58TC
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,' From Bank Account M
J ‘ (Convert To E-Money)

Payment
Via QR Or Bar Code

Transfer S

-~ -
Sm—m——-—

Cash Withdrawal

Using Electronic \& 4
sing Electronic -. Using E-Money Bank Account

Digital Wallet App
Money

Shop

=—— W7 " AV N ———W"VaV L Il \AA

IXEPADCI
LD =X (X =

|

Si mple Explanation of Transacti on

A block explorer is a simple online tool that allows users to look up and
confirm transactions after they are sent. By entering a transaction
reference or wallet address, a user can see whether the transaction has
been recorded and confirmed. This helpsfy¢hat money was sent or
received successfully and supports transparency.

When a transaction is made, a small transactior{Gas fee)s often
charged. This fee helps the digital network process and record the
transaction. Fees also discourage spam and ensure that transactions are
handled efficiently. The wallet usually shows ttwstbefore the user
confirms the transaction, so users should check this carefully.

t | 9%
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(Enter Transaction Ref / Wallet Address m

b RECORDED &
CONFIRMED

Simple online tool to look up and verify
transactions. Supports transparency.

Wallet
Fee shown before

confirming.
@ Check carefully!
( /4

Discourages spam,
ensures efficiency.

Secure Device Practices and Avoi d

Because walletsun on phones or computers, device security is crucial
Users should lock their devices with a password, PIN, or biometric
option. They should install apps only from trusted sources and avoid
clicking links from unknown messages.

t! Dnor
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Malware and phishing attacks are common risks. Malware is harmful
software that can steal information, while phishing involves fake
messages or websites designed to trick users into revealing passwords
or keys. To reduce these risks, users should keepdinaces updated,
avoid suspicious links, and ask for help when something seems unclear.

t | D9y



SECTIPDRNI at forms and I ntermediari e

Virtual assets are wusually accessed through platforms and
intermediaries. These are services that help users buy, sell, store, or
transfer digital value. Understanding the different types of platforms
helps users choose safe options and know their regjldres.

CentralisedExchanges (CEX) aridecentralisedExchanges (DEX)

A centralise@xchange (CEX) is a platform operated by a company. The
company manages the system, keep:
assets on their behalf. Users create accounts, log in with passwords, and
rely on the platform for customer support. This setup fegslar to

using a bank or mobile money service.

A decentralisecexchange (DEX) operates without a single company
controlling it. Transactions happen directly between users through
digital systems. Users connect theirrown wallets and keep control of
their assets. While this gives more independence, it also meanangsers
responsible for their own. security and cannot rely on customer support
if something goes wrong.

t | D9



VIRTUAL ASSET PLATFORMS & INTERMEDIARIES
DECENTRALIZED EXCHANGES (DEX

=D

COMPANY MANAGED

USER ACCOUNTS & SUPPORT
ASSETS HELD ON BEHALF

eeeeeeeee e ) p RELIANCE
[P ON PLATFORM
et SECURITY

LYy =)

USER-CONTROLLED
DIRECT TRANSACTIONS
SELF-CUSTODY WALLETS

A USER
S RESPONSIBLE
FOR SECURITY

Understanding different platforms helps users
choose safe optlons and know thelr respon5|b|l|t|es
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ASSET
HELD ON
BEHALF

COMPANY
MANAGES
SYSTEM

|
USERS CREATE . CUSTOMER
ACCOUNTS - ' 3 SUPPORT

Company h ssets, manages system. @ +
| Bank-like feel. Customer support availabl

i

ADINKRAHENE i NKYINKYIM
(LEADERSHIP) - (VERSATILITY)

DIRECT
USER-TO-USER
[TRANSACTIONS,

USERS CONNECT 3 J
OWN WALLETS & v SELF-SECURITY
KEEP CONTROL y\\r\ RESPONSIBILITY.
0-U!
hold

[
Direct user-to-user, no central control.
: Users their own keys.

* Self-security required, no support. [cite: 57]

Akosua, what's this
'CEX" everyone
talks about? .
a password,
[cite: 57, 62, 64].

- Who holds the bag!

CEX I “custodial” (shop holds it).
DEX is "non-custodial® (you hold ).
More freedom means you must be
careful [cite: 57, 64]!

CEX - Custodial

Who holds the hig!
CEX is ‘custodial’ (shop holds it).
DEX is ‘non-custodial’ (you hold it).
More freedom means you must be

So, what is the most
important difference?

more careful [cite: 57, 64]!
3

Which one should a
beginner choose?

Naa says: It depends!
CEX is often easier with support like
a bank [clte: 57, 627.
DEX gives y‘uu full control but
requires you to manage your own
security [cite: S;. LI.

t | Dpow
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Custodi ans, gr Desk

A custodians a servicgroviderthat holds and safeguards virtual assets
on behalf of users. The custodian manages security and storage, while
users access theholdings through that provider This reduces the
burden on users but requires trust in the providecustodian keeps
users' digital assets safe, like a secure storage facility

A brokeracts as aniddleman, helpingisers buy or sell virtual assets.
The broker finds a buyer or seller and completes the transaction for a
fee. Users do not usually trade directly witith oneanother.

An overthecounter (OTC) deskandles large or special transactions
outside regular exchanges. These desks are often used by institutions or
individuals making higtvalue trades. OTC services aim to reduce price
volatility and enhancerivacy, but they require careful verification and
strong due diligence
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CUSTODIAN BROKER OTC DESK

OnRamps aRamps$ fz( Fiirattual Asset)

On-rampsare services that allow usersdmnvert fiat currencysuch as
cashdepositsor bank funds, into virtual assets. This may involve bank
transfers, mobile money, or card payments.

Off-rampsallow users to convert virtual assets back frdbcurrency.
These services aressentialbecause they conneeirtual assets with
everyday financial systems. Using trusteeramps and offamps helps
ensure smooth and lawful transactions.

E
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ON-RAMPS

Convert Cedis
to Crypto

PAYMENT
CONNECTIVITY

OFF-RAMPS

\ASSETS (
ASSETS

Convert Crypto to Cedis

On-Ramps, Off-Ramps, and Payment Connectivity in Ghana
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User Responsibilities, Licensing,

Users have responsibilities when using platforms and intermediaries.
They should check whether a platform is licensed or approved by the
relevant authority. Licensing shows that the provider meets basic
standards and follows ruleesignedo protect users.

E
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service. This includes checking
reputation, and guidance from official sources. Users should also protect
their own passwords and keys, understard,fand avoid rushing into
unfamiliar services.

Choosing the right platform and understanding these roles helps reduce
risk and supports safer participation in virtual asset activities.
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SECTIDODBosts and Fees

When using virtual assets, users oftazur varioudees. These costs are
aregularpart of how digital systems operate. Understanding them helps
users avoid surprises and make better decisions.

Network Fees
Network fees are charges paid to the digital network that processes and
records transactions. These fees suppetivork operationsncluding
validators that confirm transactions and keep the system running
securely. Network fees usually appear when sending virtual assets from
one wallet to another. The amount can change depending on how busy
the network is at that time.
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Platform Fees

Platform fees are charges set by the service or app being used. These
may include fees for buying, selling, sending, receiving, or storing
virtual assets. Some platforms also charge fees for customer support or
special services. Users should always chebket pl at f or ma
information before using the service
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Spreads

A spread is the difference between they and sell pricesf a virtual
asset on a platform. Even when separatdee is shown, the platform
may earn money through this price difference. Spreadsypieal on
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receives.

Bl ockchain Congestion and Transac

What is Blockchain Congestion?

Blockchain congestioroccurs when too many users try to send
transactions simultaneously through a blockchain netwdust as
traffic on a busy road causes delays, this overload doe¥\tben the
network is congested, transactions take longer to be confirmed because
only a limited numbecan fit into each block, whicls added at fixed
intervals.

As a result, users may experience slower processing times and may be
required to pay higher fees poioritise their transactions. These delays
can affect the speed of sending.or receiving funds, which is especially
frustrating during urgent transfers. Congestion is most common on
public blockchains such as Bitcoin and Ethereum, particularly during
periods of highactivity,«including market surges, popular token
launches, antlFT launches

The technical reasons behind congestion include limited block size,
fixed block time, and the consensus mechanisms used to validate
transactions. To reduce congestion, developers are exploring solutions
such as Layer 2 technologies (e.g., Lightning Network or rollups),
increasing block capacity, batching transactions more efficiently, and
encouraging users to transact duringp#bk hours
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