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Disclaimer 

This manual is provided for education and public awareness only. The purpose is to 

help people understand digital money, virtual assets, related risks, and safety practices 

in a clear and neutral way. This manual is not meant to encourage, promote, advertise, 

or persuade anyone to use virtual assets or any digital money platforms. It does not give 

financial advice, investment advice, or instructions to make profit. Examples, stories, 

and scenarios used in this manual are for learning purposes only. They are not 

recommendations to take action or to use any specific application, service, or product. 

Users are responsible for their own decisions. Anyone choosing to use digital money 

or virtual assets should do so carefully, follow the law, and seek guidance from trusted 

and qualified sources where necessary. Regulations, rules, and platforms may change 

over time. Readers are encouraged to rely on official information from recognized 

authorities and service providers. There will not be any statutory compensation by the 

Bank of Ghana or the Securities and Exchange Commission in case of any loss. Some 

Sentences and images used were generated with the help of Artificial Intelligence (AI) . 
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Preface 
This manual was prepared as part of a national effort to improve 

understanding of virtual assets and related digital financial tools in 

Ghana. Rapid technological change continues to affect how value is 

stored, transferred, and protected. These changes influence 

households, businesses, public institutions, and the wider financial 

system. Accurate knowledge has therefore become essential for safety, 

trust, and informed decision-making. The National Virtual Assets 

Literacy Initiative (NaVALI) addresses this need by presenting key 

ideas in a structured, accessible format. The manual explains core 

concepts, operational processes, risks, and regulatory considerations 

associated with virtual assets. The content is educational and focuses 

on awareness, protection, and responsible engagement rather than on 

promotion or advocacy. 

 

This book is designed for a broad audience, including professionals, 

regulators, educators, and members of the public at different 

educational levels. Technical language is kept simple and supported by 

illustrations, examples, and practical scenarios drawn from everyday 

experience. Repetition of safety messages is intentional, since 

protection against loss, fraud, and misuse remains a central priority. 

 

Particular attention is given to the Ghanaian context. Legal and 

institutional roles are explained with reference to national frameworks 

and supervisory mandates. This approach supports consistent 

interpretation and helps readers know where to seek guidance, 

verification, or support when questions arise. 

 

The authors acknowledge the leadership of the Bank of Ghana and the 

Securities and Exchange Commission in commissioning this work and 

their commitment to public education and consumer protection. The 

manual reflects collaboration with key stakeholders who share a 
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common goal of strengthening digital financial awareness while 

safeguarding the public interest. 

 

We hope this manual serves as a practical reference for training, 

discussion, and ongoing learning. By enhancing understanding and 

promoting careful habits, the book seeks to reduce harm, support 

informed judgment, and support a more resilient financial environment 

as Ghana continues to adopt digital innovation. 
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Foreword 

This manual forms part of a nationwide public education effort to guide 

all communities through the ongoing changes in how money is stored, 

transferred, and received. Phones and simple digital tools are now part 

of daily life for many people. These changes bring convenience and 

wider access, but they also introduce new risks, confusion, and 

opportunities for abuse. This programme exists to ensure people 

understand these changes in a clear, careful, and practical way, without 

pressure to adopt any digital system. 

 

The primary audience for this manual relies primarily on spoken 

explanation, pictures, and practical demonstrations. Many participants 

have limited literacy, and some are using digital tools for the first time. 

This group faces greater exposure to scams, false promises, 

impersonation, and misleading information, especially in 

environments where digital money and virtual asset services are 

discussed without proper guidance. This manual is intentionally 

designed to reduce those risks by using simple language, repeated 

safety messages, and everyday examples drawn from real life. 

 

Strong emphasis is placed on protection and caution. The training 

prioritises learning how to keep money safe, protect phones and PINs, 

recognise suspicious behaviour, and pause and seek advice before 

taking action. Participants are guided to question offers of quick profit, 

avoid strangers who ask for personal details, and rely on trusted people 

and official channels when unsure. The goal is not to build confidence 

in the technology itself, but to build careful habits and awareness that 

reduce harm. 

 

This manual reflects a strong commitment to inclusion within the 

national education effort. No one is excluded due to literacy level, age, 

location, or background. Through pictures, storytelling, 
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demonstrations, repetition, and group discussion, the programme 

supports practical understanding and shared learning. The overall aim 

is to strengthen awareness, reduce losses, and provide clear guidance 

on where to seek help, especially for those most vulnerable to digital 

and financial harm. 

 

Johnson Pandit Asiamah (PhD) 

Governor, Bank of Ghana  
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INTRODUCTORY REMARKS  

This National Virtual Asset Literacy Initiative (NaVALI) training 

material has been co-developed by the Bank of Ghana and the 

Securities and Exchange Commission and carefully selected 

knowledge partners to support the effective implementation of the 

NaVALI initiative. 

 

The manual is intended for financial regulators, law enforcement, and 

other relevant state institutions; financial institutions (FIs); designated 

non-financial businesses and professions (DNFBPs); and consumers of 

financial services in Ghana. By enhancing technical knowledge and 

practical competencies, institutional capacity and general risk 

awareness, the initiative contributes to evidence-based policymaking, 

adequate supervision, and the responsible adoption of innovation in 

line with Ghanaôs legal and regulatory architecture. 

 

I commend the Bank of Ghana, the Securities and Exchange 

Commission, the Ministry of Finance, and all knowledge partners for 

their contributions to the development of this manual. I encourage all 

participants to engage fully with the training and awareness sessions 

and to apply their insights in their respective endeavours. The strength 

and resilience of Ghanaôs financial system in the digital age will 

depend on our collective commitment to innovation that is well-

governed, risk-aware, and firmly grounded in the public interest. This 

training marks an important milestone in positioning Ghana as a trusted 

and progressive hub for digital finance in Africa. 

 
James Klutse Avedzi (PhD)  
Director-General 

Securities and Exchange Commission  
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How to Use This Manual  

This manual is designed to guide learners through the basic concepts 

of digital money and virtual assets in a clear, simple way. It is suitable 

for individuals at all levels of education. 

i. Follow the order of sections 

The manual is arranged in a logical sequence. Users should begin with 

the first section and proceed step by step, as each section builds on 

earlier ideas. 

 

ii. Focus on examples and illustrations 

Examples and short stories are included to explain how digital money 

and virtual assets work in everyday situations. Readers should relate 

these examples to their own daily activities. 

 

iii.  Encourage discussion and clarification 

In group settings, facilitators should encourage discussion after each 

section. Learners should ask questions whenever something is not 

understood. 

 

iv. Apply learning through practice 

Practical demonstrations and role-play activities should be carried out 

using simulated or minimal amounts. This supports understanding and 

reduces the risk of errors. 

 

v. Emphasise safety guidance 

Safety instructions are provided throughout the manual. These should 

be highlighted and repeated, as they are essential for protecting users 

and their funds. 
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vi. Use scenarios for assessment 

Scenario-based questions are included to assess understanding. 

Facilitators should use these to confirm learning before moving to the 

next section. 

 

vii. Refer to support and reporting information 

The manual includes guidance on where to seek help and how to report 

problems. Learners should be made aware of these contacts and 

encouraged to use them when necessary. 

 

This manual should be used as a reference during training sessions and 

as a guide for safe day-to-day use of digital money and virtual assets. 
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PROGRAMME OVERVIEW  

1. Introduction  
Ghana is experiencing rapid digital growth. New payment systems, cross-

border financial tools, online service platforms, and emerging digital 

markets are reshaping daily transactions and professional practice. These 

changes bring new opportunities but also pose risks for consumers, 

institutions, and the broader economy. The nationwide virtual assets 

education programme responds to this moment. The programme supports 

a precise national aim to strengthen understanding across all sectors. It 

equips professionals with the knowledge needed to interpret new tools, 

safeguard the public, and guide responsible growth. 

 

Virtual assets influence how value moves across borders, how businesses 

raise funds, and how citizens interact with financial services. They affect 

how fraud occurs, how data flows, and how supervision takes place. 

Ghanaôs financial sector, legal system, security institutions, and 

regulatory bodies must understand these tools to make informed 

judgments. Virtual assets also affect sectors such as health, engineering, 

and education through data management, digital identity, and secure 

records. A shared baseline of knowledge supports consistency and sound 

decision-making across public and private roles. 

Greater national literacy strengthens governance through more precise 

policy interpretation and improved oversight. Finance professionals gain 

stronger skills for assessing risk and evaluating digital products. Security 

agencies improve readiness for crime detection and evidence 

management. Compliance officers and regulators benefit from sharper 

tools for monitoring platforms and verifying authorisation. Professional 

groups across all fields strengthen their readiness for digital 

transformation. The broader economy stands to gain from a workforce 

that understands both the promise and the limits of virtual assets, 

supporting a balanced approach to innovation that protects citizens and 

preserves trust. 
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2. Target Group Description 
This group includes tech-savvy individuals with high institutional and 

professional literacy and strong analytical skills.   

 Constituents include regulators, law-enforcement agencies, bank 

risk/compliance teams, auditors, policymakers, journalists, and 

legal professionals. 

 They require a full spectrum understanding of virtual assets 

because their decisions influence supervision, enforcement, 

systemic stability, and public communication. 

 Training includes topics such as regulatory perimeter, 

AML/Travel Rule, custody frameworks, chain analytics, etc., 

while avoiding any endorsement or investment content. 

 

3. Learning Philosophy 
This manual follows a learning approach that supports advanced 

professionals who must think clearly, evaluate evidence, and link 

concepts to real decisions. The goal is to move beyond surface 

explanations and provide space for structured analysis, practical 

reasoning, and informed judgment. 

The programme encourages analytical learning where participants 

examine principles, break down processes, and weigh the implications of 

virtual asset activity for systems they help oversee. Sessions introduce 

concepts in a precise sequence, then guide participants to compare 

models, evaluate risks, and judge operational outcomes. 

Case-based problem-solving is a core part of the approach. Real-world 

examples from Ghana and other jurisdictions illustrate how virtual assets 

shape finance, compliance, security, and public administration. 

Participants study each case, identify the turning points, and propose 

responses guided by their professional duties. 
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Policy interpretation is treated as a practical skill. The manual helps 

participants read rules, frameworks, and notices with attention to 

jurisdiction, scope, and intent. This strengthens their ability to offer 

advice, enforce standards, and design procedures aligned with national 

priorities. 

The technical application is presented in simple steps throughout the 

modules. Participants work with tools, platforms, and data flows in a 

structured way, linking hands-on activity to broader governance and 

supervisory needs. The approach supports confident engagement with 

virtual assets while reinforcing safety, accountability, and professional 

responsibility. 

Diagrams ï the group can quickly grasp concepts and operational 

mechanisms through diagrams that mirror their potential real-world 

interactions. Diagrams depict ñhow things work" and "what the end user 

sees/does," and pose philosophical or strategic dilemmas to stimulate 

critical thinking among participants. 

 

4. Programme Learning Outcomes 
The aims are to achieve the following; 

i. To increase awareness of the riskiness of the use of Virtual Assets 

ii. Enable informed, lawful and appropriate participation in virtual 

assets 

iii.  Route activity to licensed channels 

iv. Boost regulatory readiness and institutional capacity, and source 

feedback for incorporation into regulatory frameworks 
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MODULE STRUCTURE  
 

Module 1  

Model Title: Virtual Assets: Concepts and Context 

Module Purpose 

This module serves as the foundation of the NaVALI curriculum. 

It moves participants from zero knowledge to a functional 

understanding of what virtual assets are, how the underlying 

technology works, and the key components of the ecosystem, all 

within the context of Ghana's VASP legislation, which seeks to 

highlight the inherent riskiness of the emerging virtual asset 

ecosystem without stifling innovative and responsible usage and 

participation. Specifically, the module aims; 

ω To establish a clear, technically sound, and policy-neutral 

foundation on virtual assets and Distributed Ledger 

Technology (DLT), clarifying key terminology, scope, and 

practical relevance for Ghanaian professionals. 

ω To equip participants with the conceptual understanding 

needed to distinguish between virtual asset types, 

comprehend basic system mechanics, identify realistic 

applications, and correct common misconceptions, forming a 

risk-conscious basis for a safe and informed engagement. 

Module Learning Outcomes 

By the end of this module, participants will be able to: 

1. Articulate core virtual assets concepts and terminology in a clear, 

policy-neutral manner. 

2. Differentiate between major virtual asset categories (e.g., 

cryptocurrencies, stablecoins, eCedi, NFTs) at a conceptual level. 
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3. Describe, in principle, how distributed ledgers function and why 

their features (transparency, traceability) matter for users and 

markets. 

4. Identify realistic application areas for virtual assets and DLT 

within Ghanaian sectors versus common misconceptions or 

overstated claims. 

SECTION 1: Concept Overview 

Evolution of Virtual Assets  

i. The Journey of Money: A Series of Upgrades 

V Barter: Direct trade (e.g., my cow for your grain). Problem: The 

"coincidence of wants" was rare and inefficient. 

V Commodity Money: Using rare, desirable things like gold and 

silver. They were portable, durable, and had inherent value. 

V Representative Money: Paper receipts (IOUs) that could be 

exchanged for a fixed amount of gold held in a vault. This was 

easier to carry. 

V Fiat Currency: The paper receipts became the money itself, backed 

only by government decree and trust in the system (e.g., US Dollar, 

Naira). 

V Digital Fiat: Today, most money is just digital entries in bank 

databases (e.g., Mobile Money, bank transfers). This is convenient 

but relies entirely on third parties. 

 

ii. The Catalyst: The 2008 Global Financial Crisis 

The global financial meltdown of 2008 shook public confidence in Wall 

Street and other central institutions. These entities had taken reckless 

risks that triggered a worldwide economic collapse, forcing governments 

in advanced economies to bail them out with taxpayer money. In the 

aftermath, a critical question arose: Could we build a digital payment 

system that didnôt depend on a fallible central intermediary? 
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iii.  The Bitcoin Solution: Digital Scarcity & Decentralised Trust 

Later that same year, Satoshi Nakamoto introduced a groundbreaking 

idea in the whitepaper ñBitcoin: A Peer-to-Peer Electronic Cash 

System.ò The innovation was profound: Bitcoin created digital scarcity 

without a central authority, a kind of digital gold. 

V New units are difficult and costly to produce, much like mining 

real gold. 

V Bitcoins cannot be copied or duplicated. 

V Ownership and transactions are validated not by a single company 

or government, but by a decentralised network of computers 

following a shared set of rules (a consensus mechanism). 

This design solved the long-standing double-spend problem, the risk of 

spending the same digital money twice, not through trusted 

intermediaries like banks or payment processors, but through 

cryptography and a distributed consensus shared across thousands of 

machines worldwide. 
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iv. The Core Challenge of Digital Money: Trust 

V The Nature of Digital Files: When I email you a photo, I donôt lose 

my copy; I still have the original. Digital information can be 

duplicated endlessly with copy-and-paste. 

V The Double-Spend Problem: Now imagine trying to send digital 

money. How do we stop someone from sending the same ñmoney 

fileò to multiple people? This risk of duplication is known as the 

Double-Spend Problem. 

V The Traditional Solution: For decades, weôve relied on trusted 

intermediaries, banks, payment networks like Visa, or mobile 

money providers such as MTN. These institutions maintain a 

central ledger that records everyoneôs balances and verifies each 

transaction. Their oversight ensures that no one spends the same 

money twice. 

Core Concepts 

 Digital Assets (DA): A digital asset is any item that exists in electronic 

form and carries ownership or value rights. The broad category includes 

both blockchain-based and non-blockchain-based assets. Examples 

include Central Bank Digital Currencies (CBDCs), tokenised securities, 

digital records, and even electronically stored intellectual property. 

Digital assets are not limited to blockchain; they represent value or rights 

in digital form. 

 

Virtual Assets (VA): A virtual asset is a subset of digital assets that is 

specifically designed to be transferable, tradable, or exchangeable in 

digital form. VAs rely on blockchain or Distributed Ledger Technology 

(DLT) to validate ownership and transactions. Examples include 

cryptocurrencies such as Bitcoin or Ether, privately issued tokens such as 

tokenised cocoa futures contracts traded on blockchain. 
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Digital Value refers to the economic value represented in digital form, 

whether centralised (such as CBDCs) or decentralised (such as 

cryptocurrencies). It can be stored, transferred, or exchanged 

electronically. Digital value underpins both digital assets and virtual 

assets, serving as the foundation for modern financial innovation. 

 

A crypto asset is a digital or virtual asset that uses cryptography for 

security and exists on a distributed ledger technology (DLT), such as a 

blockchain. Ownership and transfers are recorded and verified on this 

decentralised network, not by a central authority. 
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Difference Between Digital Assets, Virtual Assets and Crypto Assets 

Aspect Digital Assets 

(DA) 

Virtual Assets 

(VA)  

Crypto Asset 

Scope Broad 

category; 

includes 

blockchain and 

non-

blockchain 

assets 

Narrower subset; 

always 

blockchain/DLT-

based 

Assets that are 

built and 

managed on 

blockchain. 

A subset of 

virtual assets. 

Transferability May or may 

not be 

transferable 

Specifically 

designed to be 

transferable, 

tradable, or 

exchangeable 

May or may not 

be transferable 

Verification Can be 

verified by 

central 

authorities 

(e.g., banks, 

governments) 

or private 

systems 

Verified through 

decentralised 

consensus 

mechanisms 

(blockchain/DLT) 

Only 

blockchain 

Examples CBDCs 

(eCedi, digital 

records, 

tokenised 

contracts 

Cryptocurrencies, 

privately issued 

blockchain tokens, 

and tokenised 

commodities 

bitcoin  

Regulatory 

Treatment 

May fall under 

traditional 

financial 

regulation 

Often treated under 

FATFôs ñvirtual 

assetò framework, 

with specific 

Often treated 

under FATFôs 

ñvirtual assetò 

framework, 

with specific 
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AML/CFT 

implications. 

AML/CFT 

implications. 
 

 

Types of Virtual Assets  
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Distributed Ledger Technology (DLT) 

Distributed Ledger Technology (DLT) is a digital system used to record 

transactions and data across multiple computers simultaneously. Instead 

of one central office or authority keeping the main record, every 

participating computer holds a copy of the same record. This shared setup 

ensures that all participants see the same information. 

Because the record is shared, no single person or institution controls the 

data. When a transaction occurs, it is sent to the network of computers, 

often called a network of nodes. These nodes check the transaction using 

agreed-upon rules. Once verified, the transaction is added to the shared 

ledger and updated across all copies. This process makes the system 

decentralised. 

DLT improves transparency because transactions can be viewed and 

verified by permitted participants. Everyone relies on the same version 

of the truth, which reduces disputes and hidden changes. It also improves 

security because changing records would require altering many ledger 

copies at once, which is extremely difficult. 

By eliminating the need for intermediaries such as banks or 

clearinghouses to confirm transactions, DLT reduces reliance on a single 

trusted middleman. Instead, trust is created through technology, shared 

rules, and agreement among participants. This makes the system more 

resilient to failure, manipulation, or single points of attack. 

Once data is recorded on a distributed ledger, it is tamper-resistant. 

Records are not deleted or overwritten. New information is added in 

sequence, creating a clear history that can be checked later. This 

reliability makes DLT useful for virtual assets, payments, supply chains, 

records management, and other systems where accuracy and trust are 

essential. 
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Blockchain is one well-known example of a system built using 

Distributed Ledger Technology. 
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Understanding Blockchain 

Blockchain is a type of Distributed Ledger Technology (DLT). This 

means it is one way of keeping shared digital records, but not the only 

way. Blockchain works like a shared record book that many people or 

systems can use simultaneously. 

 

To understand blockchain, think of a classroom register, a clinic patient 

log, or a workshop job card system. In these systems, records are written 

down so everyone can see what has happened. Once an entry is made, it 

cannot be erased without notice. This helps prevent disputes and keeps 

information accurate. 

 

Blockchain works similarly, but in digital form. Transactions or records 

are written into blocks. Each block is linked to the previous one, forming 

a chain of records. Once a block is added, it becomes challenging to 

change without others in the system noticing. 

 

Blockchain is shared because many computers hold identical copies of 

the record. It is verifiable because participants can check that entries are 

correct. It is tamper-resistant because altering past records would require 

changing many copies simultaneously, which is extremely difficult. 

 

Because of these features, blockchain is useful for recording payments, 

tracking goods, verifying certificates, and managing digital assets. It 

helps build trust among people who may not know or trust one another, 

without relying on a single central authority. 
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Private/Public key 

In cryptography, public and private keys are fundamental to securing 

digital communication and transactions. A public key is a cryptographic 

code that can be shared openly with anyone. It is used to encrypt 

information or verify digital signatures, allowing others to send secure 

messages or validate authenticity without compromising security. Think 

of it like a padlock: anyone can use it to lock a box, but only the person 

with the corresponding private key can unlock it. 
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On the other hand, a private key is a secret code that must be kept 

confidential. It is used to decrypt messages or create digital signatures, 

proving ownership or authorisation. If someone gains access to your 

private key, they can impersonate you or access your encrypted data. 

Together, public and private keys form a secure pair that enables trustless, 

encrypted communication, which is essential for technologies such as 

blockchain, digital wallets, and secure messaging systems. 
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How a Virtual Asset Transaction Works 

A virtual asset transaction follows a clear and structured process. 

Understanding each stage helps users see where mistakes can occur and 

why careful checking is essential. 

 

Sender 

The process begins with the sender. The sender opens a digital wallet, 

enters the recipientôs wallet address or identifier, specifies the amount to 

be sent, and confirms the transaction. At this stage, the sender must 

carefully check all details. Any error, such as a wrong address or amount, 

cannot be corrected later. 

 

Network Validation  

After the sender confirms, the transaction is sent to the digital network. 

Multiple computers on the network, often called validators or nodes, 

verify transactions. They confirm that the sender has sufficient balance 

and that the transaction complies with the networkôs rules. This step 

replaces the role usually played by banks or clearing houses. 

 

Confirmation  

Once the network agrees that the transaction is valid, it is recorded on the 

shared digital ledger. This recording is permanent. The transaction 

becomes part of the blockchain, or distributed ledger, and is visible to 

authorised participants. At this point, the transaction is considered 

confirmed. 

 

Receiver 

Upon confirmation, the virtual asset is credited to the receiverôs wallet. 

The receiver can then use, hold, or transfer the asset. The time it takes for 

the receiver to see the funds depends on the network and its current load, 

but once confirmed, the transfer is final. 
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Key Point: Virtual Asset Transactions Are Irreversible 

Unlike bank or mobile money transactions, virtual asset transactions 

cannot be reversed or cancelled once confirmed. There is no central 

authority that can undo the transfer. If funds are sent to the wrong address, 

they are usually lost permanently. 

This is why users must: 

¶ Double-check recipient details before sending 

¶ Start with small test transactions 

¶ Avoid rushing 

¶ Use trusted platforms and verified addresses 

Understanding this transaction flow and its irreversible nature is critical 

for safe and responsible use of virtual assets. 
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Risks in Virtual Asset Use 
Using virtual assets involves several risks that users must understand 

before participating. Many losses occur not because the technology fails, 

but because users are misled, rushed, or unaware of how the systems 

work. 

Misleading Investment Promises 

One significant risk comes from false investment claims. Some offers 

promise high, fast, or guaranteed returns with little effort. These claims 

are usually unrealistic. Virtual assets can rise or fall in value, and no 

legitimate investment guarantees profit. Offers that pressure users to act 

quickly or discourage questions are strong warning signs. 

Fake Platforms 

Fake platforms are apps or websites that appear to be real services. They 

often copy names, logos, colours, and layouts of known platforms. Once 

users send money to these platforms, the funds are usually lost. Fake 

platforms may disappear suddenly, leaving no way to recover assets. 
 

Fraud and Impersonation Scams 

Fraudsters often impersonate trusted figures, such as platform support 

staff, banks, government agencies, or well-known individuals. They may 

contact users through messages, calls, or social media. Their goal is to 

gain trust and request passwords, PINs, private keys, or direct transfers. 

Once this information is shared, assets can be stolen quickly. 

 

Loss of Access Due to Poor Key Management 

Virtual assets are controlled through private keys, passwords, and seed 

phrases. If these details are lost, forgotten, or shared, users may 

permanently lose access to their assets. Unlike traditional banking 

systems, there may be no recovery option if backup information is not 

stored securely. 
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Transaction Errors and Irreversibility 

Sending virtual assets to the wrong address or entering incorrect details 

can result in permanent loss. Virtual asset transactions are generally 

irreversible once confirmed. There is no central authority to cancel or 

reverse a completed transfer. 

 

Technology and Platform Failures 

Technical problems such as system outages, network congestion, or 

platform shutdowns can delay transactions or restrict access to funds. 

Users relying on a single platform may be affected if that platform fails. 

 

Lack of Understanding of Fees and Costs 

Unexpected fees, high transaction costs during network congestion, or 

wide price spreads can reduce the value users receive. Not checking fees 

before confirming transactions can lead to surprise losses. 
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Technical Definitions:  
A wallet for virtual assets is a digital tool used to store, send, and receive 

them. It allows users to access their holdings by using security details 

such as passwords, PINs, or private keys. The wallet does not hold 

physical money; instead, it provides secure access to digital value 

recorded on a blockchain or other distributed ledger system. 

 

Custodial Wallets are managed by a third-party service, such as an 

exchange, which holds and safeguards a user's private keys. This offers a 

user-friendly experience with recovery options but requires trusting the 

custodian to secure the funds. The primary risk is counterparty risk, as 

users do not have ultimate control over their assets, which can be lost or 

frozen if the service is compromised. 

 

Non-Custodial Wallets provide users with complete and sole control over 

their private keys and virtual assets. They offer greater privacy, security, 

and self-sovereignty, as an intermediary does not hold funds. However, 

this places full responsibility for safeguarding private keys on the user, 

leaving no recourse for lost or stolen keys and resulting in permanent loss 

of funds. 
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The Virtual Asset Service Provider Act (VASP Act) establishes a 

regulatory framework for virtual asset service providers operating in 

Ghana. It aims to combat illicit financing by mandating licensing, 

registration, and strict compliance with anti-money laundering (AML) 

and counter-terrorism financing (CFT) rules. This legislation seeks to 

protect consumers and ensure financial stability within Ghana's growing 

digital economy. 
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SECTION 2: KEY PRINCIPLES  

Virtual assets and blockchain systems are built on a set of core principles. 

These principles explain why the system works, can be trusted, and 

behaves differently from traditional financial systems. 

Digital Scarcity 

Digital scarcity means that virtual assets are designed to exist in limited 

quantities and cannot be copied or duplicated at will. Unlike ordinary 

digital files such as photos or documents, virtual assets are protected by 

cryptographic rules that ensure each unit is unique and controlled. The 

system itself enforces this scarcity. New units can only be created through 

predefined rules, and the network verifies ownership. This prevents 

unauthorised duplication and preserves value. 
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Cryptographic Security 

Cryptographic security is the use of advanced mathematical techniques 

to protect ownership and transactions. It ensures that only the rightful 

owner of a virtual asset can authorise its transfer. Encryption protects 

private keys, verifies transactions, and prevents tampering. Without valid 

cryptographic proof, transactions are rejected by the network. This makes 

forgery and unauthorised access extremely difficult. 
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Decentralization 

Decentralisation means that control is spread across many computers 

rather than held by a single institution. No single authority owns or 

controls the system. Each participant in the network holds a copy of the 

ledger and follows shared rules. This structure increases resilience 

because the system can continue to operate even if some participants fail 

or leave the network. 
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Transparency of Transactions 
Transparency means that transactions are recorded on a shared ledger that 

participants can verify. While personal identities are protected, 

transaction data such as amounts and timestamps can be checked. This 

openness reduces disputes, supports accountability, and allows 

independent verification without relying on trust in a single organisation. 
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Immutability of Records 

Immutability means that once a transaction is recorded, it cannot be 

changed or erased. New records can be added without disrupting existing 

ones. This creates a permanent and tamper-resistant history of activity. 

Attempts to alter records would be detected by the network, making fraud 

or manipulation very difficult. 
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Key Takeaway for Learners 

Together, these principles explain why virtual assets and blockchain 

systems can operate without a central authority, remain secure, and 

maintain trust through technology rather than intermediaries. 
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SECTION 3: OPERATIONAL MECHANICS  

Operational mechanics explain how virtual asset systems work in 

practice, from the moment a user initiates a transaction to the moment it 

is recorded and received. This section focuses on the flow of transactions, 

the roles of different actors, and how technology coordinates their 

interaction. 

How the System Functions 

A virtual asset transaction begins with a user and ends with a receiver, 

but several components work together in between. 

V The user initiates a transaction using a digital wallet. 

V The transaction details, such as the amount and recipient, are sent 

to the network. 

V Network nodes or validators check whether the transaction follows 

the systemôs rules, including sufficient balance and valid 

authorisation. 

V Once validated, the transaction is recorded on the blockchain or 

distributed ledger. 

V The receiverôs wallet reflects the transferred value after 

confirmation. 

This process replaces traditional intermediaries with automated 

validation and shared records. 

Interactions Among Key Actors 

Several actors interact during a transaction: 

V User: Initiates and authorises the transaction using a wallet. 

V Virtual Asset Service Provider (VASP): May act as an exchange, 

custodian, or platform that provides wallet services, user 

interfaces, customer support, or compliance checks. 

V Network Validators or Miners: Independent computers that verify 

transactions and agree on which transactions are added to the 

ledger. 
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Each actor has a distinct role, and the system works only when all roles 

function correctly. 

Technical Workflow 

The transaction process can be understood through a three-lane 

workflow: 

User Lane: A peer-to-peer (P2P) payment is initiated from the 

userôs wallet. 

Platform (VASP) Lane: The VASP facilitates access, performs 

checks where applicable, and transmits the transaction to the 

network. 

Blockchain Lane: The blockchain validates transactions, records 

them permanently, and updates the shared ledger. 

 

This layered interaction explains how user actions, service platforms, and 

blockchain infrastructure combine to complete a transaction securely and 

transparently. 
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Understanding the Blockchain Technology Stack 

Blockchain systems are best understood as a stack of layers, where each 

layer supports the one above it. This structure explains how technology 

becomes digital value, and how users interact with that value through 

applications. 
 

a. The Three Layers Explained 

i. Base Layer: DLT / Blockchain (Infrastructure Layer) 

This is the foundation of the entire system. 

V It provides the core technology that allows digital records to be 

created, shared, and protected. 

V Security, decentralisation, and trust are achieved through 

distributed consensus among many computers. 

V This layer ensures that records are tamper-resistant and verifiable. 

 

Examples: Bitcoin blockchain, Ethereum, Hyperledger, Corda 

 

ii. Middle Layer: Virtual Assets (Digital Value Layer) 

This layer represents value built on top of blockchain infrastructure. 

V Virtual assets exist because the underlying blockchain allows 

value to be recorded and transferred securely. 

V Different virtual assets serve different purposes, such as payment, 

savings, access to services, or investment. 

V Ghanaôs eCedi sits in this layer as a digital representation of the 

national currency. 

This layer translates technology into usable economic value. 

 

iii.  Top Layer: Applications and Wallets (User Interaction Layer) 

This is the layer users see and interact with directly. 

V Wallets allow users to store, send, and receive virtual assets. 

V Applications provide specific services such as payments, trading, 

record management, or access to digital platforms. 
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V Without this layer, users would not be able to interact easily with 

blockchain systems. 
 

 
 

b. How the Layers Work Together 

Foundation Upward Support 

V DLT / Blockchain enables Virtual Assets 

V Virtual Assets enable Applications and Wallets 
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User Interaction Downward Dependence 

V Applications and Wallets depend on Virtual Assets 

V Virtual Assets depend on DLT / Blockchain 

 

Direction of Value and Development 

V Upward flow: Infrastructure makes digital value possible 

V Downward flow: User needs drive application and wallet 

development 

If any layer is weak, the entire system becomes unstable. 
 

 
 

Why This Stack Matters 

V A strong blockchain foundation ensures security and trust 

V Well-designed virtual assets ensure reliable value representation 

V Effective applications ensure accessibility and ease of use 
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Weaknesses in any layer can lead to security risks, poor user experience, 

or loss of confidence. 
 

Public vs Private / Consortium Blockchain Architectures 

Public blockchains are open networks where anyone can join, view 

transactions, and help validate records. They promote transparency and 

decentralisation, but may be slower because many participants are 

involved. 

 

Private blockchains restrict access to approved participants and are 

usually controlled by one organisation. They offer faster processing and 

greater privacy but rely on centralised control. 

 

Consortium blockchains are managed by a group of trusted organisations. 

They balance openness and control, making them suitable for industries 

that require collaboration, shared trust, and regulated access. 
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SECTION 4: LEGAL AND POLICY CONTEXT  
 

Institutional Mandates:  The roles of the Bank of Ghana (BoG) and the 

Securities and Exchange Commission (SEC) in licensing and oversight. 

a. The BoG is responsible for licensing and overseeing VASPs whose 

activities involve payments, transfers, or storing value, focusing on 

financial integrity and systemic risk. 

 

b. The SEC licenses and regulates VASPs whose activities involve virtual 

assets classified as securities, such as investment products or asset-

backed tokens. 

 

c. The specific regulator for a VASP depends on the nature of its business 

activities, with some potentially requiring authorisation from both 

institutions. 

 

d. Together, BoG and SEC enforce anti-money laundering rules and 

ensure market conduct to protect consumers and maintain financial 

stability in the virtual asset space. 
 

SECTION 5: RISK AND ASSURANCE 
 

Risk and assurance in the use of virtual assets involve understanding 

where mistakes, failures, or misuse can occur and knowing what actions 

reduce those risks. This section highlights key professional risk areas and 

the assurance mechanisms that help manage them. 

Professional Risk Categories 

Conceptual Risks 

These arise from a misunderstanding of how virtual assets and blockchain 

systems work. When users confuse different asset types, platforms, or 

technologies, they may make poor decisions. Examples include assuming 

all digital assets are the same, believing blockchain automatically 
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guarantees safety, or misinterpreting price movements as guaranteed 

returns. 

 

Operational Risks 

Operational risks occur when users fail to follow proper procedures. This 

includes sending assets to the wrong address, poor password 

management, ignoring transaction fees, or failing to test transactions 

before large transfers. 

 

Platform and Counterparty Risks 

These risks arise from reliance on platforms, exchanges, custodians, or 

intermediaries. Even licensed providers can experience technical failures, 

cyber attacks, or operational breakdowns. Users who depend on 

unverified or poorly governed platforms face higher exposure to loss. 

 

Information Risks 

Information risk involves acting on inaccurate, outdated, or misleading 

information. This includes advice from social media, unverified online 

groups, or unofficial announcements. Misinformation can lead to panic 

actions, rushed investments, or engagement with fraudulent schemes. 
 

Control Mechanisms 
Use of Authorised Information Sources 

Reliable decisions depend on information from official and recognised 

sources such as regulators, central banks, licensed service providers, and 

formal guidance documents. These sources provide verified updates, 

warnings, and regulatory clarity. 

 

Engagement with Licensed and Supervised Entities 

Licensed entities are subject to oversight, reporting requirements, and 

compliance standards. While licensing does not remove all risk, it 
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provides an assurance baseline and access to formal complaint and 

reporting channels. 

 

Internal Controls and Personal Safeguards 

Users should apply basic control practices such as record keeping, 

transaction verification, fee review, and use of security features like two-

factor authentication. These controls reduce exposure to avoidable loss. 

 

Oversight Responsibilities 

Individual Responsibility 

Each user has a responsibility to verify information, confirm platform 

legitimacy, and understand the risks involved before engaging. This 

includes checking authorisation status, reviewing terms of service, and 

questioning offers that appear unusual or urgent. 

 

Ongoing Vigilance 

Risk management is not a one-time action. Users must remain alert to 

changes in platforms, regulations, fees, and security threats. Regularly 

reviewing activities and staying informed helps detect problems early. 

 

Escalation and Reporting 

When issues arise, users must know when and how to escalate concerns 

through proper channels. Prompt reporting supports resolution, limits 

harm, and contributes to system-wide assurance. 

 

Key Assurance Message 

Risk cannot be eliminated, but it can be managed through understanding, 

verification, and responsible engagement. 
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SECTION 6: PRACTICAL APPLICATIONS  

a. Practical Tools: Using Blockchain Explorers 

A blockchain explorer is an online tool that allows anyone to view 

transactions recorded on a public blockchain. It provides a transparent, 

searchable ledger that shows how transactions move through the network. 

 

Blockchain explorers allow users to: 

V View the number of blocks created 

V Check average transaction costs 

V See pending or confirmed transactions 

V Observe network activity, such as hashrate 

V Search for a specific transaction using a wallet address or 

transaction ID 

These tools help users confirm whether a transaction has been sent, 

received, or confirmed, without relying on a third party. 
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